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Preface

This guide describes how to install, configure and use VERITAS NetBackup Database
Archiver on a UNIX platform. In this guide, VERITAS NetBackup Database Archiver is
referred to as NetBackup Database Archiver.

For specific information about the NetBackup server software, refer to:
O NetBackup System Administrator’s Guide for UNIX, if you have a UNIX server.
or

0O NetBackup System Adminstrator’s Guide for Windows, if you have a Windows NT/2000
server.

This document is the same as
Net Backup_Admni nCui de_Dat abaseAr chi ver _Uni x. pdf distributed with the
NetBackup Database Archiver software.
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Audience

Audience

This guide is intended for the:

0O Oracle database administrator or application developer responsible for archiving
Oracle databases.

0O NetBackup system administrator responsible for configuring NetBackup.

A system or database administrator is defined as a person with system or database
administrator privileges and responsibilities.

This guide assumes:

0O A basic understanding of system administration.

0O A working understanding of the NetBackup client and server software.

0O A familiarity with the information covered in the following NetBackup manuals:
- NetBackup User’s Guide for UNIX
- NetBackup System Administrator’s Guide for UNIX
- NetBackup Troubleshooting Guide for UNIX

Accessibility

NetBackup contains features that make the user interface easier to use by people who are
visually impaired and by people who have limited dexterity. Accessibility features
include:

O Support for assistive technologies such as screen readers and voice input (Windows
servers only)

O Support for keyboard (mouseless) navigation using accelerator keys and mnemonic
keys

For more information, see the NetBackup system administrator’s guide.

Organization

This guide is organized as follows:

O The first chapter in this manual describes the technical features and concepts of
NetBackup Database Archiver.

Vi NetBackup Database Archiver System Administrator’s Guide



Related Documents

0O The Installation chapter explains how to install NetBackup Database Archiver on
your system.

O Configuration describes how to configure NetBackup for use with NetBackup
Database Archiver. This information supplements the NetBackup administration
manuals.

0O The Using NetBackup Database Archiver chapter explains how to use NetBackup to
perform archives and restores of Oracle databases. This information supplements the
NetBackup manuals.

0O Troubleshooting explains how to use NetBackup logs to troubleshoot NetBackup
Database Archiver operations. This information supplements the NetBackup
manuals.

Related Documents

The following documents provide related information. For a more detailed listing of
NetBackup documents, refer to NetBackup Release Notes.

If you have a UNIX server, refer to these documents:
O NetBackup System Administrator’s Guide for UNIX

Explains how to configure and manage NetBackup on a UNIX system.
O NetBackup Media Manager System Administrator’s Guide for UNIX

Explains how to configure and manage the storage devices and media on UNIX
NetBackup servers. Media Manager is part of NetBackup.

0O NetBackup Troubleshooting Guide for UNIX

Provides troubleshooting information for UNIX-based NetBackup products. You can
also refer to ww. support. veritas. com access the Knowledge Base Search
option, and search for TechNotes.

If you have a Windows server, refer to these documents:
O NetBackup System Administrator’s Guide for Windows

Explains how to configure and manage NetBackup on a Windows server system.
O NetBackup Media Manager System Administrator’s Guide for Windows

Explains how to configure and manage the storage devices and media on Windows
NetBackup servers. Media Manager is part of NetBackup.

0O NetBackup Troubleshooting Guide for Windows
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Conventions

Provides troubleshooting information for Windows-based NetBackup products. You
can also refer to wwv. support . veritas. com access the Knowledge Base Search
option, and search for TechNotes.

Conventions

The following explains typographical and other conventions used in this guide.
Type Style

Typographic Conventions

Typeface Usage

Bold fixed width |nput. For example, type cd to change directories.

Fi xed wi dth Paths, commands, filenames, or output. For example: The default installation
directory is/ opt / VRTSxX.

Italics Book titles, new terms, or used for emphasis. For example: Do not ignore cautions.

Sans serif (italics) Placeholder text or variables. For example: Replace filename with the name of your
file.

Serif (no italics) Graphical user interface (GUI) objects, such as fields, menu choices, etc.

For example: Enter your password in the Password field.

Notes and Cautions

Note This is a Note. Notes are used to call attention to information that makes using the
product easier or helps in avoiding problems.

Caution This is a Caution. Cautions are used to warn about situations that could cause
data loss.

- X NetBackup Database Archiver System Administrator’s Guide



Conventions

Key Combinations

Some keyboard command sequences use two or more keys at the same time. For example,
holding down the Ctrl key while pressing another key. Keyboard command sequences are
indicated by connecting the keys with a plus sign. For example:

Press Ctrl+t

Command Usage

The following conventions are frequently used in the synopsis of command usage.
brackets [ ]

The enclosed command line component is optional.
Vertical bar or pipe (])

Separates optional arguments from which the user can choose. For example, when a
command has the following format:

command argl| arg2

the user can use either the argl or arg2 variable.

Terms

The terms listed in the table below are used in the VERITAS NetBackup documentation to
increase readability while maintaining technical accuracy.

Term Definition
Microsoft Windows, Terms used as nouns to describe a line of operating systems
windows developed by Microsoft, Inc.

A term used as an adjective to describe a specific product or
noun. Some examples are: Windows 95, Windows 98,

Windows NT, Windows 2000, Windows servers, Windows
clients, Windows platforms, Windows hosts, and Windows GUI.

Where a specific Windows product is identified, then only that
particular product is valid with regards to the instance in which
it is being used.

For more information on the Windows operating systems that
NetBackup supports, refer to the VERITAS support web site at
http://ww. support.veritas.com

Preface
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Getting Help

Term Definition (continued)

Windows servers A term that defines the Windows server platforms that
NetBackup supports; those platforms are: Windows NT and
Windows 2000.

Windows clients A term that defines the Windows client platforms that

NetBackup supports; those platforms are: Windows 95, 98, ME,
NT, 2000, XP (for 32- and 64-bit versions), and LE.

Getting Help

For updated information about this product, including system requirements, supported
platforms, supported peripherals, and a list of current patches available from Technical
Support, visit our web site:

http://ww. support.veritas. conf

VERITAS Customer Support has an extensive technical support structure that enables you
to contact technical support teams that are trained to answer questions to specific
products. You can contact Customer Support by sending an e-mail to
support@veritas.com, or by finding a product-specific phone number from the VERITAS
support web site. The following steps describe how to locate the proper phone number.

1. Openhttp://ww. support.veritas.conl inyourweb browser.
2. Click Contact Support. The Contacting Support Product List page appears.
3. Select a product line and then a product from the lists that appear. The page will

refresh with a list of technical support phone numbers that are specific to the product
you just selected.
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Introduction 1

NetBackup Database Archiver extends the backup and recovery management capabilities
of NetBackup and its Media Manager to include the export and import of Oracle data in
XML format for long term archiving and retrieval.

This chapter introduces NetBackup Database Archiver. Read this chapter for a description
of

O Features of NetBackup Database Archiver
0 Terminology for NetBackup Database Archiver

O Technical Overview of NetBackup Database Archiver




Features of NetBackup Database Archiver

Features of NetBackup Database Archiver

This section describes the NetBackup Database Archiver main features. For explanations
of unfamiliar terminology, see “Terminology for NetBackup Database Archiver”.

Feature Description

System and database- NetBackup Database Archiver uses the eXtensible Markup
independent archive Language (XML) standard to represent relational database
format table data extracted from an Oracle database.

Self-identifying archive  The XML Schema standard is used to describe the table data

format that is included in an archive. In this way, the archive contains
the key to understanding the format of the data as well as the
data itself.

Command line interfaces Parameter files control what table data will be included in an

that allow export and export, and what table data will be extracted from an archive
import at row-level for import into an Oracle database.

granularity

Restore destination NetBackup Database Archiver can either restore XML data to
option an Operating System directory, or import the data back into

the Oracle database.

Flexible archive image  The NetBackup catalog contains information on the contents
searches of the archive that can be searched using flexible search
criteria, such as tablename or user.

Media and device All devices supported by Media Manager are available to

management NetBackup Database Archiver.

Scheduling facilities NetBackup scheduling facilities on the master server can be
used to shedule automatic and unattended Oracle XML
archives.

This also lets you choose the times when these operations can
occur. For example, to prevent interference with normal
daytime operations, you can schedule your database archives
to occur only at night.

Multiplexed archives NetBackup Database Archiver lets you take advantage of

and restores NetBackup's multiplexing capabilities. Multiplexing directs
multiple data streams to one backup device, thereby reducing
the time necessary to complete the operation.

- 2 NetBackup Database Archiver System Administrator’s Guide



Features of NetBackup Database Archiver

Feature

Description

Sharing the same devices
and tapes used during
other file backups

Centralized and
networked backup
operations

Graphical user interfaces

It is possible to share the same devices and media used for
other backups or to give NetBackup Database Archiver
exclusive use of certain devices and media.

From the NetBackup master server, you can schedule database
archives or start them manually for any client. The Oracle
databases can also reside on hosts that are different from the
devices on which NetBackup stores the archives.

NetBackup provides the following graphical user interfaces
for client users and administrators:

0O Backup, Archive, and Restore interface, | bpSA

O Client user motif interface, xbp

0O NetBackup Administration Console on Java, j nbSA
O NetBackup Administration Console on Windows

A database administrator or NetBackup administrator can
start archive or restore operations for Oracle from the
NetBackup Administration Console on the master server.

Chapter 1, Introduction



Terminology for NetBackup Database Archiver

Terminology for NetBackup Database Archiver

This section explains important terms that may be new to an Oracle database
administrator or a NetBackup administrator.

NetBackup Terms

This section describes NetBackup terms.

NetBackup

NetBackup schedule

Administrator directed
backups and archives

User-directed backups,
archives, and restores

Graphical interfaces

Media Manager

NetBackup backs up and restores files, directories, raw
partitions, and databases on client systems that have Oracle
databases. NetBackup also archives and restores logical
database data.

NetBackup schedules control NetBackup operations such as:
when backups and archives can occur, the type of backup (full,
incremental) to perform, and how long NetBackup retains the
image (retention level).

NetBackup administrators are able to perform remote backups
of all files, directories, databases, and raw partitions contained
on client systems within a client/server network. Also,
NetBackup administrators are able to perform remote archives
of databases on client systems.

NetBackup users are able to perform backups of all files,
directories, databases, and raw partitions contained on client
systems within a client network, as well as archiving databases
on client systems.

Graphical user interfaces are available for both users and
administrators.

The Media Manager provides complete management and
tracking of all devices and media used during backups and
restores.

NetBackup Database Archiver Terms

This section describes NetBackup Database Archiver terms. The graphics illustrate the
relationships of the terms as they apply to both archives and restores.

NetBackup Database Archiver System Administrator’s Guide



Terminology for NetBackup Database Archiver

eXtensible Markup
Language (XML)

Unicode UTF-8

Archives

XML
export

Oracle XML Archive

XML export

Archive
bporaexp

XML 1.0 is a universal format for structured documents and
data. The XML 1.0 standards are produced by the World Wide
Web Consortium, and include the XML Schema standard.

The character set encoding generated by NetBackup Database
Archiver. UTF-8 is supported by standard XML processors
and US7ASCI| is a strict subset of UTF-8.

Archive NetBackup

XML
Format

\OS

Directory

NetBackup Database Archiver manages the extraction of
database table data, the conversion into XML format, and the
storage of XML data on disk or tape.

NetBackup Database Archiver converts Oracle table data to
XML format (XML schema, or metadata, and XML instance, or
data).

NetBackup stores the XML data on a NetBackup storage unit.

NetBackup Database Archiver’s export utility converts Oracle
database table data into a self-identifying XML schema
document and instance document, and allows them to be
archived by NetBackup or re-directed to an OS directory.

Chapter 1, Introduction



Terminology for NetBackup Database Archiver

Restores

(ON]
Directory

XML restore NetBackup

import XML
Format

\OS

Directory

Oracle XML Restore NetBackup Database Archiver manages the retrieval of
archived database table data, the parsing of the XML format,
and the insertion of the data back into the Oracle database.

Restore NetBackup retrieves the XML-formatted data from the storage
unit.

XML import NetBackup Database Archiver parses XML- formatted Oracle
table data and inserts data into the Oracle database.

bporaimp NetBackup Database Archiver’s import utility can parse the
XML-formatted data for re-insertion into the database, or can
re-direct the data to an OS directory.

- 6 NetBackup Database Archiver System Administrator’s Guide



Technical Overview of NetBackup Database Archiver

Technical Overview of NetBackup Database Archiver

The example network below shows the major components in a NetBackup Database
Archiver configuration.

The host with the database must be a NetBackup UNIX client and have NetBackup
Database Archiver installed.

The storage devices are connected to the NetBackup media server. A NetBackup master
server can access the storage devices through the media server. Both the master server and
the media server must have NetBackup server software installed.

Host 2

‘ NetBackup
M Database
Archiver

Oracle instance to |
archive or restore

NetBackup Client

Network
|
|
NetBackup* Master
Host 1*
*A Windows
NT/2000
or UNIX operating DB Tape or Optical
m

syste NetBackup catalog
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Technical Overview of NetBackup Database Archiver

Sequence of Operation - Archive

r — - — — al
| XML Schema(s) |
| XML Instance(s) |
Option to | XML Schema(s)
create XML < XML Generator | XML Instance(s
files on disk I l ©) | NetBackup
T ~— |
L - - - — |

Table(s) Metadata
Table(s) Data

Oracle DBMS 1®——
| Query Processor

OCl

Table List
Where Clause

script
(bporaexp)
(parameter file)

g Command Line

— —

\/ scheduler ™
~

~ N

NetBackup

NetBackup Database Archiver users or schedules start database archives by selecting a
NetBackup Database Archiver script in the Backup scheduler or invoking the script at the
command line on the client.

For an archive:

1. The NetBackup Database Archiver script calls the bpor aexp utility with a specified
parameter file.

2. The Query Processor uses the parameters in the specified file to build an SQL query
for each table.

3. Oracle’s OCI API executes the queries on the Oracle instance to be archived.

- 8 NetBackup Database Archiver System Administrator’s Guide



Technical Overview of NetBackup Database Archiver

4. The Query Processor passes the output (including metadata and data for a single table
or multiple tables) to the XML Generator.

5. For each table passed, the XML Generator builds one or more sets of XML Schema
and XML Instance documents.

6. XML data streams are archived by NetBackup.

7. Alternately, bpor aexp allows the files to be saved to an operating system directory.

Chapter 1, Introduction 9 e



Technical Overview of NetBackup Database Archiver

Sequence of Operation - Restore

| XML Schema(s) |
| XML Instance(s) |

Option to |
restore XML |
files on disk

~— |
.
—
- AN
~ AN
AN

XML Schema(s)
XML Parser 4 XML InStance(S) NetBaCkUp

Table(s) Metadata Archive Name
Table(s) Data Key Word
Table Name
Oracle DBMs | OCI XML Data L script
- ata Loader (bporaimp)
(parameter file)

Command Line

NetBackup Database Archiver users start database restores by invoking a NetBackup
Database Archiver script at the client command line.

For a restore:

1. The NetBackup Database Archiver script calls the bpor ai np utility with a specified
parameter file.

2. The input parameters that identify the XML Archive to restore are passed to
NetBackup.

3. NetBackup locates and reads the set of XML schema and instance documents from the
NetBackup storage unit.

~ 10 NetBackup Database Archiver System Administrator’s Guide



Technical Overview of NetBackup Database Archiver

4. The XML data stream is passed to an XML parser, which passes the data to the XML
Data Loader.

5. The XML Data Loader uses Oracle’s OCI API to insert the data into the database.

Optionally, bpor ai np allows the XML data stream to bypass the XML parser and be sent
to an operating system directory. In addition, users can restore the table metadata only
into an operating system directory. bpor ai np also allows import from an operating
system directory into Oracle.

Chapter 1, Introduction n 9



Technical Overview of NetBackup Database Archiver
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Installation

This chapter describes the NetBackup Database Archiver installation procedure. It
includes a section on installation prerequisites.

To determine which Oracle version levels are supported, refer to the Database Agent
Platform Support secction in the NetBackup Release Notes.
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Installation Prerequisites

Installation Prerequisites

Before installing NetBackup Database Archiver, be sure you have completed the
following procedures:
O Install the NetBackup server software on the server.
The NetBackup server platform can be any of those that NetBackup supports.
For a DataCenter installation, refer to the NetBackup DataCenter Installation Guide for
UNIX or the NetBackup DataCenter Installation Guide for Windows.
O Install the NetBackup client software on the client where you will be archiving the
databases.

For a DataCenter installation, refer to the NetBackup DataCenter Installation Guide for
UNIX for installation instructions on UNIX clients.

Now you are ready to install NetBackup Database Archiver on the client where you will
be archiving the databases. Refer to the next section for detailed instructions on installing
NetBackup Database Archiver.

- 14 NetBackup Database Archiver System Administrator’s Guide



Installing NetBackup Database Archiver

Installing NetBackup Database Archiver

There are two ways to install database agent software.

O Remote Installation - Loads the software on a master server. The user will then push
the database software out to affected clients.

Refer to the following section.
O Local Installation - Loads and installs the software only to the local machine.

Refer to “Local Installation of NetBackup Database Archiver” on page 20.

Remote Installation of NetBackup Database Archiver

During a remote installation, NetBackup Database Archiver files are loaded onto the
current machine, which must be a UNIX master server. The software will then be
distributed to the clients and installed.

Installation Requirements

0O The version of the NetBackup Client and the version of NetBackup Database Archiver
must be the same (e.g., 4.5).

0O There must be adequate disk space on each client that will receive the software.

Less than one megabyte of additional disk space is required in the client's
i nstal | _pat h directory.

0 NetBackup version 4.5 software is installed and operational on each Database
Archiver client.

Remote Install Procedure

1. Log in as the root user on the server.
If you are already logged in, but are not the root user, execute the following command.
sSu - root

2. Make sure a valid license key for NetBackup Database Archiver has been registered.
To view or add license keys, perform one of the following:

- Runthe command
i nstal | _pat h/ net backup/ bi n/ adm ncnd/ get _| i cense_key.

- Open the NetBackup Administration Console and from the Help menu choose
License Keys.

Chapter 2, Installation 15 =



Installing NetBackup Database Archiver

Insert the CD-ROM into the drive.

Change the working directory to the CD-ROM directory.

cd / CD_nount _poi nt

Load the software on the server by executing the i nst al | script.

.linstall

a.

Select the NetBackup Database Agent Software option.

The following prompt will appear:

Do you want to do a local installation? (y/n) [n]

b.

Answer n.

You are presented with a menu of all database agents available on the CD-ROM.
Select the Netbackup Database Archiver option.

Enter g to quit selecting options.

A prompt will appear asking if the list is correct.

Answery.

Thei nstal | script identifies the types of client software loaded during the
installation of the NetBackup server. By default, any matching NetBackup
Database Archiver software will automatically be loaded. If there are more
platforms available, the script displays a menu giving you the opportunity to add
more client types to the default list. Once the list is complete, database agent
version files, compressed tar files and the i nst al | _dbext script are copied to
directoryi nst al | _pat h/ net backup/ dbext .

Distribute and install the NetBackup Database Archiver software on each client as
described in the next sections.

There are two types of installs.

initial install — Use an initial install if the clients you intend to update have not
been configured into policies of type Oracle.

upgrade install — Use an upgrade install if all the clients you intend to update
already have been configured into policies of type Oracle.

NetBackup Database Archiver System Administrator’s Guide



Installing NetBackup Database Archiver

Note The NetBackup version level (for example, 4.5) running on the clients you wish to
update must be the same as the version level of the NetBackup Database Archiver
being installed.

Initial Install Procedure
1. Execute the following command to create a file containing a list of clients currently
configured in the NetBackup database.

cd instal |l _path/ net backup/ bi n
./ adm ncrd/ bppl clients -alluni que -noheader > filename

where filename is the name of the file to contain the list of unique clients. If no clients
have been configured in the NetBackup database, and therefore filename is empty;,
create filename using the same format as that generated by bppl cl i ent s.

bppl cl i ent s generates output in following format:
hardware operating_system client_name
where:

hardware is the hardware name. For example, execute the | s command in
directoryi nst al | _pat h/ net backup/ cl i ent.

operating_system is the operating system name. For example, execute the | s
command in directory i nst al | _pat h/ net backup/ cl i ent / hardware.

client_name is the name of the client.
For example, the contents of flename might look like this:
Solaris Solaris2.6 curry
RS6000 Al X4. 3.3 cypress
2. Edit filename.

This is an optional step. Use it if the contents of flename need to be changed. Edit
filename to contain only those clients you wish to update with NetBackup Database
Archiver software.

3. Specify filename on the updat e_dbcl i ent s command.

For example:

cd install _path/netbackup/bin i
.lupdate_dbclients Database_Archiver -dientlList filename

Chapter 2, Installation 17 -



Installing NetBackup Database Archiver

Note If the receiving client is configured as an HP-UX11.00, Solaris2.6, Solaris7, Solaris8,
Solaris9, AlX4.3.3, or AIX5 machine, both the 32 bit and 64 bit versions of
NetBackup Database Archiver will be installed.

Only clients listed in filename will be updated.

Upgrade Install Procedure

1. Execute the following command.

cd install _path/netbackup/bin
./l updat e_dbcl i ents Dat abase_Archiver ALL ALL

This command will look at all possible clients and only update the ones currently in
the Oracle policy type.

Instead of ALL ALL, youmay use - Cl i ent Li st filename as explained in “Initial
Install Procedure” on page 17.

Note If the receiving client is configured as an HP-UX11.00, Solaris2.6, Solaris7, Solaris8,
Solaris9, AlX4.3.3, or AIX5 machine, both the 32 bit and 64 bit versions of
NetBackup Database Archiver will be installed.

Note With an initial or upgrade install, some clients may be skipped and not updated.
Possible reasons are:
- the client is a PC client (which cannot be updated from a UNIX server)
- NetBackup Database Archiver does not support that client's platform type
- the NetBackup Database Archiver software for that client type was not loaded
onto the server in step 5 of the “Remote Install Procedure” on page 15
- (if using the ALL ALL method) the client does not belong to the Oracle policy type
All skipped clients are available in a file whose name is displayed by
updat e_dbclients.

The number of updates required to distribute the software to the clients is displayed.

If more than one update will occur, you will see the following prompt:

Enter the nunber of simultaneous updates you wish to take place. 1 - max dflt

(must be in the range of 1 to max; default: dflt).
where:

max is the maximum number of simultaneous updates that is allowed. The value
displayed will be a number ranging from 1 to 30.

dflt is the default number the program will use if you press Enter. The value
displayed will be a number ranging from 1 to 15.
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For example, if three client updates will be performed, the max and dflt values shown
would be 3. If 50 client updates will be performed, the max value shown would be 30
and the dflt value shown would be 15.

updat e_dbcl i ent s will start the number of updates that you specify. If this number
is less than the total number of client updates to be performed, new updates will start
as the previous updates finish until all of the updates have been completed.

Based on your answer, the time it will take to update the clients is displayed, followed
by this question:

Do you want to upgrade the clients now? (y/n) [y]

2. Entery or n for the prompt.

If you answer n, updat e_dbcl i ent s will quit and leave the list of clients it would
have updated in a file. This file can later be used by the - C i ent Li st parameter
mentioned previously.

Answer y to continue the installation process.

If the updat e_dbcl i ent s command was successful in distributing the software to the
client, it will automatically run thei nstal | _dbext script on the client. If

i nstal |l _dbext has successfully completed, there will be a version file in directory

i nstal |l _pat h/ net backup/ ext that contains the version of NetBackup Database
Archiver that was installed and an installation timestamp. The updat e_dbcl i ent's
command displays a note on whether the update was successful for each client. When the
updat e_dbcl i ent s command has completed, it displays a file name that contains a
complete log of what happened for each client. If the update failed for any client, the log
file should be examined to determine the problem.
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Local Installation of NetBackup Database Archiver

During a local installation, the NetBackup Database Archiver files are extracted and
installed.

The local machine can be a client or a master server that also happens to be a client.

Installation Requirements

g

The version of the NetBackup Client and the version of NetBackup Database Archiver
are the same (e.g., 4.5).

The local machine must have adequate disk space.

Less than one megabyte of additional disk space is required inthei nstal | _path
directory. However, more disk space may be necessary at run time.

NetBackup version 4.5 software is installed and operational.

Local Install Procedure

1.

Log in as the root user on the machine.

If you are already logged in, but are not the root user, execute the following command.
Su - root

- Ifthe local machine is a client, go to step 3.

- Ifthe local machine is a server, go to step 2.

Make sure a valid license key for NetBackup Database Archiver has been registered.
To view or add license keys, perform one of the following:

- Run the command
i nstal |l _pat h/ net backup/ bi n/ adm ncnd/ get _|icense_key.

- Open the NetBackup Administration Console and from the Help menu choose
License Keys.

Insert the CD-ROM into the drive.

Change the working directory to the CD-ROM directory.
cd / CD_nmount _poi nt

Load and install the software by executing the i nst al | script.
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Note It is expected that the NetBackup version level (for example, 4.5) running on the
local machine matches the version level of the database agent being installed.

.Jinstall

a. Select the NetBackup Database Agent Software option.
The following prompt will appear:

Do you want to do a local installation? (y/n) [n]

b. Answery.

You are presented with a menu of all database agents available on the CD-ROM.
c. Select the Netbackup Database Archiver option.

d. Enter g to quit selecting options.

A prompt will appear asking if the list is correct.

e. Answery.
The following actions will occur:

- The version file, compressed tar file and i nst al | _dbext script will be
loaded to directory i nstal | _pat h/ net backup/ ext / dbext .

- Theinstall scriptwill automatically execute the i nst al | _dbext script.

- If the receiving client is configured as an HP-UX11.00, Solaris2.6, Solaris7, or
Solaris8, AlX4.3.3, or AIX5 machine, both the 32 bit and 64 bit versions of
NetBackup Database Archiver will be installed.

- Ifinstal |l _dbext has successfully completed, there will be a version file in
directoryi nst al | _pat h/ net backup/ ext/ that contains the version of
NetBackup Database Archiver that was installed and an installation
timestamp.

Chapter 2, Installation 21 -—w



Installing NetBackup Database Archiver

v 22 NetBackup Database Archiver System Administrator’s Guide



Configuration 3

Before attempting to configure NetBackup Database Archiver, complete the installation
procedure as described in the Installation chapter.

The following is the configuration procedure.

1. Configuring the Media Manager

2. Setting the Maximum Jobs per Client Global Attribute
3. Configuring a NetBackup Policy

4. Configuring the Run-Time Environment

5. Creating Scripts

6. Testing NetBackup Database Archiver Configuration Settings
The following sections in this chapter describe each of these steps in detail.

To configure NetBackup Database Archiver from a Windows NetBackup server, see
“Configuration Using the NetBackup Administration Console for Windows” on page 24.

To configure NetBackup Database Archiver from a UNIX NetBackup server, see
“Configuration Using the NetBackup Administration Console for UNIX” on page 36.
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Configuration Using the NetBackup Administration
Console for Windows

Although the database agent is installed on the NetBackup client, some configuration
procedures are performed using the NetBackup Administration Console on the server.

These procedures include:

O
O
O
O

Configuring the Media Manager
Setting the Maximum Jobs per Client global attribute
Configuring a NetBackup policy

Testing NetBackup Database Archiver configuration settings

See the next section for instructions on starting the NetBackup Administration Console.

v To launch the NetBackup Administration Console for Windows

1.

2.

Log on to the server as administrator.

From the Windows Start menu, point to Programs, point to VERITAS NetBackup
and click NetBackup Administration Console.

The NetBackup Administration Console appears.
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ik NetBackup Administration Console

File Action Edt View Help -

=N # B
VERITAS o
Activity Monitor NetB Eleupm Datacente r b
B MetBackup Management
¥ Reparts mal Getting Started
+ @ Palicies ‘54 Get step-by-step help setting up MetBackup.
+-Z4] Storage Units
Catalog . Configure Storage Devices
+ Host P.[DD.EIEIES Define robots and drives.
S Authorization

=2 Media and Device Manageme
@ Device Monitar
+- B Media
+ Devices

Configure Yolumes
Inventary robots and define volumes for uze in standalone drives.

Specify how and when MetBackup configuration and catalog information is to be backed up.

Create a Backup Policy
Define schedules for backing up data on a single client or a et of clients.

_—
o
By
=
E i Configure the Catalog Backup

- Import Wizard.
J‘I This wizard will assist you in stepping through an import.

LI Configure a Shared Drive
:‘_,' . Configure MetBackup to use a new shared drive or reconfigure an existing shared drive.
|

< ) K

For Help. press F1

| 3

Master Server: gyifalcon Connected

Configuring the Media Manager
Use the Media Manager to configure tapes or other storage units for a NetBackup
Database Archiver configuration.

O Refer to the Media Manager for NetBackup System Administrator’s Guide for UNIX if the
NetBackup server is UNIX.

O Refer to the Media Manager for NetBackup System Administrator’s Guide for Windows if
the NetBackup server is Windows.

The number of volumes required will depend on the devices used, the amount of Oracle
data that you are archiving, and the frequency of backups or archives.

Setting the Maximum Jobs per Client Global Attribute

The Maximum jobs per client attribute value is figured with the following formula.
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v

Max Jobs per dient = Number of Streams x Number of Policies
Where:

O Number of Streams is the number of backup streams between the database server and
NetBackup. Each separate stream starts a new backup job on the client.

O Number of Policies is the number of policies that may back up this client at the same
time. This number can be greater than one. For example, a client may be in two
policies in order to back up two different databases. These backup windows may
overlap.

To avoid any problems, we recommend that you enter a value of 99 for the Maximum
jobs per client global attribute.
To set the Maximum jobs per client attribute on a Windows server

1. Inthe left pane of the NetBackup Administration Console, expand Host Properties.
Select Master Server.

2. Inthe right pane, double-click on the server icon.
The Master Server Properties dialog box appears.

3. Inthe Master Server Properties dialog box, click the Global NetBackup Attributes
tab.

ET' Master Server Properties

BﬂMediaServers ] m&Bandwidth ] E‘@Fhastone ] B General Server ] @Media ]
& GO |

‘Wwakeup interval:

N

minutes

Schedule backup attempts:

b aximum jobs per client:

i

M aximum backup copies:

2 3: tiies par |12 3: hours 2 5'
Druration to retain logs: Days to keep wault files:
28 3: days 3 days
How long ta keep TIR information: Interval for status reports:
1 3: days 24 3: hours
E_nforc:e media mount timeout Compress catalog after:

3: niriutes 3: days
E-mail address for the MetBackup administrator:

QK | Cancel | Help |

The default value is 1 for Maximum jobs per client.

4. Change the Maximum jobs per client value to a value equal to the maximum number
of backups allowed per client.
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Tip To avoid any problems, we recommend that you enter a value of 99 for the
Maximum jobs per client global attribute.

Configuring a NetBackup Policy

A NetBackup policy defines the backup criteria for a specific group of one or more clients.
These criteria include:

0 storage unit and media to use

0 policy attributes

O backup schedules

O script files to be executed on the clients
O clients to be backed up

To use NetBackup Database Archiver, at least one Oracle policy with the appropriate
schedules needs to be defined. A configuration can have a single policy that includes all
clients or there can be many policies, some of which include only one client.

Most requirements for Oracle policies are the same as for file system backups. In addition
to the attributes described here, there are other attributes for a policy to consider. Refer to
the NetBackup System Administrator’s Guide for detailed configuration instructions and
information on all the attributes available.

Adding New Policies

Use this procedure when configuring a policy from a Windows server or from a
NetBackup Remote Administration Console host.

v To add a new policy
1. Log on to the server as administrator.
2. Start the NetBackup Administration Console.

3. If your site has more than one master server, choose the one where you want to add
the policy.

4. Inthe left pane, right-click Policies. From the menu, select New Policy.
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The Add a New Policy dialog box appears.

Add a New Policy [ %]

Folicy name:

™ Use Backup Policy Configuration ‘wizard.

Cancel |

a. Inthe Policy name box, type a unique name for the new policy.

b. Choose whether to use the wizard for configuring the policy. The wizard guides
you through the setup process and simplifies it by automatically choosing default
values that are good for most configurations. If necessary, you can change the
defaults later by editing the policy.

- To use the wizard, select the Use Backup Policy Configuration Wizard box
and click OK. The wizard starts and you create the policy by following the
prompts. When prompted, select the Oracle policy type.

- If you require more control over the settings than the wizard provides, then
do not select the Use Backup Policy Configuration Wizard box and proceed
to step 5.

5. Click OK.
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A dialog box appears in which you can specify the general attributes for the policy.

attibutes | & Schedules | By Cients | ) Fies |
Palicy type: ¥ Active. Gointo effect at
[ eoooopm =J12/311983 =]
[fthost back thiod:
e I | &l frozen image: clients
ILocaI Huost j
. ™ Backup Netwark Drives
Destination —————
Policy storage unit: [™ Cross mount points
I Any Available j ™ Collect true image restore information
Palicy wolume pool: I with move detection
MetBackup -
I J " Compression
I Limit jobs per policy: I~ EncEncry
I =l ™| [dividual file: restore from rav
Juob priority: ) . .
0 —1 [higher nurmber iz ™ Collect disaster recovery information
=1 greater priority]
Keyword phrase: [optional] | Black level incremental
I [~ Allow multiple data streams

QK I Cancel | Help |

6. From the Policy Type box, select the Oracle policy type.

~

Complete the entries on the Attributes tab as explained in “Description of
Attributes.”

8. Add other policy information:

- To add schedules, see “Adding New Schedules.”

- To add scripts, see “Specifying the List of Scripts.”

- To add clients, see “Adding Clients to a Policy.”

9. Click OK. The new policy will be created.

Description of Attributes

With a few exceptions, NetBackup manages a database backup like a file system backup.
Policy attributes that are different for Oracle backups are explained below.
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Your other policy attributes will vary according to your specific backup strategy and
system configuration. Consult the NetBackup System Administrator’s Guide for detailed
explanations of the policy attributes.

Attribute Description

Policy type Determines the type of clients that can be in the policy and in some cases

the types of backups that can be performed on those clients.
To use NetBackup Database Archiver, you must have defined at least one
Oracle policy.

Adding New Schedules

Each policy has its own set of schedules. These schedules control initiation of automatic
backups or archives and also specify when user operations can be initiated.

A Oracle backup or archive requires at least two specific schedule types: an Application
Backup schedule and an Automatic Backup schedule. You can also create additional
schedules.

The following procedures explain how to configure the required schedule types, and how
to add other new schedules.

v To configure an Application Backup schedule

1.

Double-click on the schedule named Default-Application-Backup.

All Oracle database operations are performed through NetBackup Database Archiver
using an Application Backup schedule. This includes those backups started
automatically.

You must configure an Application Backup schedule for each Oracle policy you
create. If you do not do this, you will not be able to perform a backup. To help satisfy
this requirement, an Application Backup schedule named
Default-Application-Backup is automatically created when you configure a new
Oracle policy.

Specify the other properties for the schedule as explained in “Schedule Properties.”

The backup window for an Application Backup schedule must encompass the time
period during which all NetBackup jobs, scheduled and unscheduled, will occur. This
is necessary because the Application Backup schedule starts processes that are
required for all NetBackup Database Archiver backups, including those started
automatically.

For example, assume that you:
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- expect users to perform NetBackup operations during business hours, 0800 to
1300.

- configured automatic backups to start between 1800 and 2200.

The Application Backup schedule must have a start time of 0800 and a duration of 14
hours.

Example Settings for an Application Backup schedule.

Type of Backup | Schedule settings | Description Settings
Application Retention The length of time backup images Infinity
Backup are stored.

Backup Window The time during which a NetBackup | Sunday through Saturday
operation can be performed. 00:00:01 - 23:59:59

Tip  Set the time period for the Application Backup schedule for 24 hours per day, seven
days per week. This will ensure that your NetBackup Database Archiver operations
are never locked out due to the Application Backup schedule.

v To configure an automatic backup schedule

1. Inthe left pane, right-click on the name of the policy and select New Schedule from
the menu.

The Add New Schedule dialog box appears. The title bar shows the name of the
policy to which you are adding the schedules.

Add Hew Schedule - Policy sample EHE
&y Attibutes l% Start Window] @ Exclude Dates]
Narme: Destination:
r [
I
" Overide policy starage unit:
Type of backup: | J
|Aut0matic Full Backup j
[ Overide policy volume pool:
Schedule type: | J
" Calendar
Retention:
r
- | E
TEqUENCY: ) —
Media multiplexing
1 5:' Wweeks = ’Tj

QK | Cancel Help

2. Specify a unique name for the schedule.
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3. Select the Type of Backup.

For information on the types of backups available for this policy, see “Types of
Backups.”

Refer to the following table for recommended settings for an Automatic Backup

Type of Backup Schedule settings | Description Settings
Automatic Full Retention The length of time to store the infinity
Backup record of an archive
Frequency Frequency determines how often | every month
an archive should be performed
Backup Window The time during which a Sunday, 18:00:00 - 22:00:00
NetBackup operation can be
performed.

4. Specify the other properties for the schedule as explained in “Schedule Properties.”

Types of Backups

Application Backup The Application Backup schedule enables user-controlled NetBackup
operations performed on the client. At least one Application Backup
schedule type must be configured for each Oracle policy. The
Default-Application-Backup schedule is automatically configured as an
Application Backup schedule.

Automatic Full The Automatic Full Backup schedule enables scheduled NetBackup

Backup operations performed on the client. It is used to automatically execute a
Database Archiver script.

Automatic The Automatic Differential Incremental Backup schedule should not be used

Differential for Database Archiver.

Incremental

Backup

Automatic The Automatic Cumulative Incremental Backup schedule should not be

Cumulative used for Database Archiver.

Incremental

Backup
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Schedule Properties

Some of the schedule properties have a different meaning for database backups than for a
regular file system backup. These properties are explained below.

Other schedule properties will vary according to your specific backup strategy and
system configuration. Consult the NetBackup System Administrator’s Guide for detailed
explanations of the schedule properties.

Property Description

Type of backup Specifies the type of backup that this schedule will control. The selection list
shows only the backup types that apply to the policy you are configuring.

For more information see*Types of Backups.”

Frequency This setting is used only for scheduled backups, and not for user-directed
backups. Frequency specifies the period of time that will elapse until the
next backup or archive operation can begin on this schedule. For example, if
the frequency is seven days and a successful backup occurs on Wednesday,
the next full backup will not occur until the following Wednesday.
Normally, incremental backups will have a shorter frequency than full
backups.

Calendar This setting is used only for scheduled backups, and not for user-directed
backups. The Calendar option allows you to schedule backup operations
based on specific dates, recurring week days, or recurring days of the
month.

Retention The retention period for an Application Backup or Automatic Full Backup
refers to the length of time that NetBackup keeps archive images.

NetBackup Database Archiver creates archives for long term storage and
recovery. Set the retention level at a period of years, or infinity.

Multiple copies If you are licensed for the Inline Tape Copy feature and wish to specify
multiple copies for your Oracle policy, configure Multiple copies on the
Application Backup schedule.

Specifying the List of Scripts

The Scripts list in a database policy has a different meaning than the File list has for other
policies. Normally, in a Standard policy, you would list files and directories to be backed
up. But since you are now configuring a database policy, you will list scripts.

Add scripts only if you are setting up a policy for automatic scheduling. All scripts listed
in the Scripts list will be executed for the Automatic Full Backup schedule as specified
under the Schedules tab.
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All scripts specified in the Scripts list are executed during manual or automatic backups.
NetBackup will start backups by running the scripts in the order that they appear in the
Scripts list.

v To add scripts to the Scripts List

1.

In the left pane of the NetBackup Administration Console, right-click on the policy
name and click New Script.

A dialog box appears. The title bar shows the name of the policy to which you are
adding the script.

Add Script - Policy sample EHE

Folder, file or directive:

|| j Browse...

Insert | Add | Cloze | Help |

Type the name of the Database Archiver script.

Be sure to specify the full pathname when listing Database Archiver scripts. For
example:

i nstal | _pat h/ net backup/ ext/db_ext/oracl e/ sanpl es/ bporaexp/ data_arc
hi ver _export. sh

Be sure that the Database Archiver scripts listed here are installed on each client in the
Client list.

3. Click Add.

Adding Clients to a Policy

The client list is the list of clients on which your NetBackup Database Archiver scripts will
be executed during an automatic backup. A NetBackup client must be in at least one
policy but can be in more than one.
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v To add clients to a policy

1.

In the left pane of the NetBackup Administration Console, right-click on the policy

name and click New Client.

The Add New Client dialog box appears. The title bar shows the name of the policy to

which you are adding the clients.

Add Hew Client - Policy sample EHE
Client name:
I Browse... |
Hardware and operating syzten:
|PC. windowsNT -l
Add ok | Cess | Hep

In the Client name text box, type the name of the client that you are adding.

On the client the following should be installed:

- Oracle
- NetBackup client or server

- NetBackup Database Archiver

- the backup, archive, or restore script(s)

Choose the hardware and operating system type.

Click Add.

To add another client, repeat step 2 through step 4. If this is the last client, click Close

to close the dialog box.
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Configuration Using the NetBackup Administration
Console for UNIX

Although the database agent is installed on the NetBackup client, some configuration
procedures are performed using the NetBackup Administration Console on the server.

These procedures include:

O
O
O
O

Configuring the Media Manager
Setting the Maximum Jobs per Client global attribute
Configuring a NetBackup policy

Testing NetBackup Database Archiver configuration settings

See the next section for instructions on starting the NetBackup Administration Console.

v To launch the NetBackup Administration Console for UNIX

1.

2.

3.

Log onto the UNIX server as root.

Start the NetBackup Administration Console by executing:
install_path/ net backup/ bi n/j nbSA &
The Login dialog box appears.

b Administration Console

I etBackup

ister NetBackup on any NecBackup host. To legin, enter the
and password for the specified NetBackup host.

Type the name of the master server where you initially want to manage NetBackup.
You can specify any NetBackup master server. Indicate the User and Password.
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4. Click Login. The NetBackup Administration Console appears.

Administration Conso oggded into hagar.min.ow.com]

VERITAS NetBackup: Patacenter -

File Bt ew fetions  Help

= e = 1B |®m

o » Getting Started
Backup, Aruhive, and Restors . Get step-by-step help setting up NetBackup from start to finish
Potivity Manitor e
=| MetBackup hanagement L E
+FE] Report= .
(m] - i .
ol Policies = Corfigure Storage Devices

Define robots and drives.

¥ Catalog
+-5al Host Properties _
= _I-\a and Device hanagement 7L Configurs Yolumes
. . Lkl Inventory robots and define volumes for use in standalone drives.
0 Devive Moriter O
+ Media Wy
+ =) Devices .
ﬂ.@l-n \nagemant 1 Configure the Catalog Backup
4 P | Specify how and when NetBackup configuration and catalog infommation is to be
. backed up.
E

"#=. Create a Backup Folicy

Define schedules for backing up data on a single client or a s2t of clients.

Configuring the Media Manager

Use the Media Manager to configure tapes or other storage units for a NetBackup
Database Archiver configuration.

0O Refer to the Media Manager for NetBackup System Administrator’s Guide for UNIX if the
NetBackup server is UNIX.

O Refer to the Media Manager for NetBackup System Administrator’s Guide for Windows if
the NetBackup server is Windows.

The number of volumes required will depend on the devices used, the amount of Oracle
data that you are archiving, and the frequency of backups or archives.

Setting the Maximum Jobs per Client Global Attribute

The Maximum jobs per client attribute value is figured with the following formula.
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Max Jobs per dient = Number of Streams x Number of Policies
Where:

O Number of Streams is the number of backup streams between the database server and
NetBackup. Each separate stream starts a new backup job on the client.

O Number of Policies is the number of policies that may back up this client at the same
time. This number can be greater than one. For example, a client may be in two
policies in order to back up two different databases. These backup windows may
overlap.

To avoid any problems, we recommend that you enter a value of 99 for the Maximum
jobs per client global attribute.
To set the Maximum jobs per client attribute on a UNIX server

Use this procedure to set the Maximum jobs per client global attribute using the
NetBackup Administration Console - Java interface on a Java-capable platform.

1. Inthe left pane of the NetBackup Administration Console, expand Host Properties.
Select Master Servers.

2. Inthe right pane, double-click on the server icon. Click Global Attributes.

The Master Server Properties dialog box appears.

perties: hagar.minowv.com

N Global Attributes IRl il

£33 Universal settings
| Retention Periods
_E Seners fakeup intenval haximum jobs per client
_Qé Banduidth ,_m::I s ,_1 :I
— Restore Failower
| B General Server Schedule backup attempts st BEchuE Copies

= i 122 2
__@.. Port Ranges ijes per jhours Zj
|—| hedia

g Comprass catalog after Status report interval
=14 Timeouts 4| 4

0 never 244 hours

[~ cliert Attributes
—E Unix Senver Cleanup
- £ suthorization Keep TIR information for Keep logs for
& Fireval 1 :I i ] :I days
L Logaing

% Feepwautt [egsfan

a0 ﬂ dayE
Administrator e-mail address
I Ok | LCancel | Apply | Help |

The default value is 1 for Maximum jobs per client.
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3. Change the Maximum jobs per client value to a value equal to the maximum number
of backups allowed per client.

Tip To avoid any problems, we recommend that you enter a value of 99 for the
Maximum jobs per client global attribute.

Configuring a NetBackup Policy

A NetBackup policy defines the backup criteria for a specific group of one or more clients.
These criteria include:

storage unit and media to use
policy attributes
backup schedules

script files to be executed on the clients

o o o o O

clients to be backed up

To use NetBackup Database Archiver, at least one Oracle policy with the appropriate
schedules needs to be defined. A configuration can have a single policy that includes all
clients or there can be many policies, some of which include only one client.

Most requirements for Oracle policies are the same as for file system backups. In addition
to the attributes described here, there are other attributes for a policy to consider. Refer to
the NetBackup System Administrator’s Guide for detailed configuration instructions and
information on all the attributes available.
Use this procedure when configuring a policy from a UNIX server.

v To add a new policy
1. Log onto the server as root.

2. Start the NetBackup Administration Console.

3. If your site has more than one master server, choose the one to which you want to add
the policy.

4. Inthe left pane, click on Policies. The right pane splits into a All Policies pane and a
details pane.

5. Inthe All Policies pane, right-click on the Master Server, and click New.
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The Add a New Policy dialog box appears.

Paolicy name:

| Use add policy wizard.

Ok LCancel |

a. Inthe Policy name box, type a unique name for the new policy.

b. Choose whether to use the wizard for configuring the policy. The wizard guides
you through the setup process and simplifies it by automatically choosing default
values that are good for most configurations. If necessary, you can change the
defaults later by editing the policy.

- To use the wizard, select the Use add policy wizard box and click OK. The
wizard starts and you create the policy by following the prompts. When
prompted, select the Oracle policy type.

- If you require more control over the settings than the wizard provides, do not
select the Use add policy wizard box and proceed to step 6.

6. Click OK.
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A dialog box appears in which you can specify the general attributes for the policy.
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7. From the Policy type box, select the Oracle policy type.

8. Complete the entries on the Attributes tab as explained in “Description of Attributes”
and click Apply to save the attribute entries.
9. Add other policy information:
- To add schedules, see “Adding New Schedules.”
- To add scripts, see “Specifying the List of Scripts.”
- Toadd clients, see “Adding Clients to a Policy.”

Description of Attributes

With a few exceptions, NetBackup manages a database backup like a file system backup.
Policy attributes that are different for Oracle backups are explained below.
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Your other policy attributes will vary according to your specific backup strategy and
system configuration. Consult the NetBackup System Administrator’s Guide for detailed
explanations of the policy attributes.

Attribute Description

Policy type Determines the type of clients that can be in the policy and in some cases
the types of backups that can be performed on those clients.
To use NetBackup Database Archiver, you must have defined at least one
Oracle policy.

Adding New Schedules

Each policy has its own set of schedules. These schedules control initiation of automatic
backups and also specify when user operations can be initiated.

A Oracle backup or archive requires at least two specific schedule types: an Application
Backup schedule and an Automatic Backup schedule. You can also create additional
schedules.

The following procedures explain how to configure the required schedule types, and how
to add other new schedules.
To configure an Application Backup schedule

1. Under the policy name, select Schedules.

2. Inthe right pane, double-click on the schedule named Default-Application-Backup.

A dialog box appears. The title bar shows the name of the policy to which you are
adding the schedule.

All Oracle database operations are performed through NetBackup Database Archiver
using an Application Backup schedule. This includes those backups started
automatically.

You must configure an Application Backup schedule for each Oracle policy you
create. If you do not do this, you will not be able to perform a backup. To help satisfy
this requirement, an Application Backup schedule named
Default-Application-Backup is automatically created when you configure a new
Oracle policy.

3. Specify the other properties for the schedule as explained in “Schedule Properties.”
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The backup window for an Application Backup schedule must encompass the time
period during which all NetBackup jobs, scheduled and unscheduled, will occur. This
is necessary because the Application Backup schedule starts processes that are
required for all NetBackup Database Archiver backups, including those started
automatically.

For example, assume that you:

- expect users to perform NetBackup operations during business hours, 0800 to
1300.

- configured automatic backups to start between 1800 and 2200.

The Application Backup schedule must have a start time of 0800 and a duration of 14
hours.

Tip

Set the time period for the Application Backup schedule for 24 hours per day, seven
days per week. This will ensure that your NetBackup Database Archiver operations
are never locked out due to the Application Backup schedule.

Example Settings

for an Application Backup schedule.

Type of Backup | Schedule settings | Description Settings
Application Retention The length of time backup images infinity
Backup are stored.

Backup Window The time during which a NetBackup | Sunday through Saturday
operation can be performed. 00:00:01 - 23:59:59
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v To configure an automatic backup schedule

1. Inthe All Policies pane, expand the policy you wish to configure. Right-click
Schedules and choose New.

A dialog box appears. The title bar shows the name of the policy to which you are
adding the schedules.

2. Specify a unique name for the schedule.

3. Select the Type of Backup.

For information on the types of backups available for this policy, see “Types of
Backups.”

——
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Refer to the following table for recommended settings for an Automatic Backup

schedule.
Type of Backup Schedule settings | Description Settings
Automatic Full Retention The length of time to store the infinity
Backup record of a backup.
Frequency Frequency determines how often | every month
a backup should be performed
Backup Window The time during which a Sunday, 18:00:00 - 22:00:00
NetBackup operation can be
performed.

4. Specify the other properties for the schedule as explained in “Schedule Properties.”

Types of Backups

Application Backup The Application Backup schedule enables user-controlled NetBackup
operations performed on the client. At least one Application Backup
schedule type must be configured for each Oracle policy. The
Default-Application-Backup schedule is automatically configured as an
Application Backup schedule.

Automatic Full The Automatic Full Backup schedule enables scheduled NetBackup

Backup operations performed on the client. It is used to automatically execute a
Database Archiver script.

Automatic The Automatic Differential Incremental Backup schedule should not be used

Differential for Database Archiver.

Incremental

Backup

Automatic The Automatic Cumulative Incremental Backup schedule should not be

Cumulative used for Database Archiver.

Incremental

Backup
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Schedule Properties

Some of the schedule properties have a different meaning for database backups than for a
regular file system backup. These properties are explained below.

Other schedule properties will vary according to your specific backup strategy and
system configuration. Consult the NetBackup System Administrator’s Guide for detailed
explanations of the schedule properties.

Property

Description

Type of backup

Frequency

Calendar

Retention

Multiple copies

Specifies the type of backup that this schedule will control. The selection list
shows only the backup types that apply to the policy you are configuring.

For more information see*Types of Backups.”

This setting is used only for scheduled backups, and not for user-directed
backups. Frequency specifies the period of time that will elapse until the
next backup or archive operation can begin on this schedule. For example, if
the frequency is seven days and a successful backup occurs on Wednesday,
the next full backup will not occur until the following Wednesday.
Normally, incremental backups will have a shorter frequency than full
backups.

This setting is used only for scheduled backups, and not for user-directed
backups. The Calendar option allows you to schedule backup operations
based on specific dates, recurring week days, or recurring days of the
month.

The retention period for an Application Backup or Automatic Full Backup
refers to the length of time that NetBackup keeps archive images.

NetBackup Database Archiver creates archives for long term storage and
recovery. Set the retention level at a period of years, or infinity.

If you are licensed for the Inline Tape Copy feature and wish to specify
multiple copies for your Oracle policy, configure Multiple copies on the
Application Backup schedule.

Specifying the List of Scripts

The File list in a database policy has a different meaning than the File list has for other
policies. Normally, in a Standard policy, you would list files and directories to be backed
up. But since you are now configuring a database policy, you will list scripts.

Add scripts only if you are setting up a policy for automatic scheduling. All scripts listed
in the Files list will be executed for the Automatic Full Backup schedules as specified
under the Schedules tab.
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All scripts specified in the Files list are executed during manual or automatic backups.
NetBackup will start backups by running the scripts in the order that they appear in the
Files list.

v To add scripts to the Scripts List
1. Inthe left pane, click Policies.

2. Inthe All Policies pane, expand the policy you want to add the scripts.

3. Right-click on Files and choose New.

The Add File dialog box appears. The title bar shows the name of the policy to which
you are adding the script.

B Senver: Ihagar

Construct a list of path (and directives, if i 1o add to the file list.

Pathname or directive:

wour pathname or directive Vl Add |

List of pathnames and directives to add to file list:

OK | Eancell Help |

4. Type the name of the Oracle Database Archiver script.

Be sure to specify the full pathname when listing Database Archiver scripts. For
example:

i nstal | _pat h/ net backup/ ext/db_ext/oracl e/ sanpl es/ bporaexp/ data_arc
hi ver _export. sh

Be sure that the Database Archiver scripts listed here are installed on each client in the
Client list.

5. Click Add.

6. To add more scripts, repeat step 4 and step 5.
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Adding Clients to a Policy

The client list is the list of clients on which your NetBackup Database Archiver backups
will be performed. A NetBackup client must be in at least one policy but can be in more
than one.

To add clients to a policy

1. Inthe left pane, expand Policies.

2. Inthe All Policies pane, expand the policy you wish to configure.

3. Right-click on Clients and choose New.

The Add Client dialog box appears. The title bar shows the name of the policy where
you are adding clients.

Senver: Ihagar.min.o\r.com

#dd |
Client name:

ak |
I |

Cloze |
Hardware and operating system:
IMACINTDSH.MacDS vl Help |

4. Inthe Client name text box, type the name of the client that you are adding.

On the client the following should be installed:

Oracle
NetBackup client
NetBackup Database Archiver

the backup, archive, or restore script(s)

5. Choose the hardware and operating system type and click Add.

6. Ifthisisthe lastclient, click OK. If you are going to add more clients, repeat step 4 and
step 5.
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Configuring the Run-Time Environment

You must specify variables for both the Oracle environment and the NetBackup
environment.

Oracle

Perform the following actions to configure the Oracle run-time environment:

1. Set ORACLE_HOME to the location of the Oracle client software installation.

Note Oracle client software should be at the same level as Oracle server software.

2. Set ORACLE_SID
e.g., ORACLE_SID = PROD
This variable can be used to specify the name of the database if it is located on the
same machine as the NetBackup Client.

NetBackup

The following is the order of precedence for the run-time configuration variable settings
(when applicable).
1. environment variables set up in the parameter file
Refer to “Environment Variables Set Up by a User in the Parameter File” on page 50
for details.
2. environment variables set up by NetBackup Database Archiver
Refer to “Environment Variables Set Up by NetBackup Database Archiver” on
page 50 for details.
3. user bp. conf

Refer to “Create bp.conf File” on page 51 for details.

4. master bp. conf

Refer to “Create bp.conf File” on page 51 for details.
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Environment Variables Set Up by a User in the Parameter File

Environment variables set by the user will take precedence over those set up by
NetBackup Database Archiver.

The NetBackup Database Archiver variables that follow can be set in the parameter file for
use in the Oracle user environment.

Allowed for export:
NB_ORA_SERV
Specifies the name of NetBackup master server.
NB_ORA_CLIENT
Specifies the name of the Oracle client.
NB_ORA_POLICY
Specifies the name of the policy to use for the Oracle archive.
NB_ORA_SCHED
Specifies the name of the Application Backup schedule to use for the
Oracle archive.
Allowed for import:
NB_ORA_SERV
Specifies the name of NetBackup master server.
NB_ORA_CLIENT
Specifies the name of the Oracle client. It is especially useful for redirecting a
restore to a different client.

Refer to:
0O “Export Example 2, bporaexp_tables.param” on page 57

0O “Import Example 3, bporaimp_tables.param” on page 65

Environment Variables Set Up by NetBackup Database Archiver

When a schedule executes, NetBackup sets environment variables for shell scripts to use
when performing a NetBackup operation. These variables are set only if the backup is
started from the server (either automatically by the NetBackup scheduler or manually
through the administrator interface). These variables are used by Database Archiver
unless they are overridden by the parameter file.

NB_ORA_SERV
Name of the NetBackup Server.
NB_ORA_POLICY
Name of the Oracle policy.
NB_ORA_CLIENT
Name of the NetBackup client that hosts the Oracle database.
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Create bp. conf File

A NetBackup Database Archiver user can create an Oracle client bp. conf file in the
Oracle user’s home directory on the NetBackup Database Archiver client host. When a
NetBackup Database Archiver operation is started, the user’s bp. conf file is searched
before the master configuration file (i nst al | _pat h/ net backup/ bp. conf ) on the
client. Any option found at the user level takes precedence over the same option in the
master level configuration.

The following options can be set in the user’s bp. conf file:

BPBACKUP_POLICY
This option specifies the name of the policy to use for the Oracle
archive.
BPBACKUP_SCHED
This option specifies the name of the Application Backup type of
schedule to use for the Oracle archive.
CLIENT_NAME
This option specifies the name of the Oracle client. It is especially
useful for a redirected restore operation.
CLIENT_READ_TIMEOUT
This option specifies the number of seconds the Oracle client will
initially wait for a response from the NetBackup server. The default
value is 900.
SERVER
This option specifies the name of the NetBackup master server.
VERBOSE
This option causes NetBackup to include more information in its logs.

See the NetBackup System Administrator’s Guide - UNIX for more details and default values.
The following shows example bp. conf entries for an Oracle user:

SERVER=j upi ter
CLI ENT_READ_TI MEQUT=1200
VERBCSE=1
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Creating Scripts

Script files must be created on the client before NetBackup Database Archiver backups
can be performed automatically. This section describes the following types of scripts.

O A NetBackup Database Archiver script is necessary when an unattended scheduled
backup is performed. These scripts are specified in the Oracle policy File or Script List.
Refer to “Create NetBackup Database Archiver Scripts,” below.

O Scripts containing the bpor aexp or bpor ai np utilities also require a parameter file.
The database administrator can use the sample parameter files provided, edit the
samples, or create new parameter files.

Create NetBackup Database Archiver Scripts

When NetBackup Database Archiver was initially installed, example scripts were placed
in the following directories.

For export: i nst al | _pat h/netbackup/ext/db_ext/oracle/samples/bporaexp
The Database Archiver example scripts installed are:

dat a_ar chi ver _export.sh

dat a_ar chi ver _export 64. sh

bpor aexp_hel p. param
bporaexp_partitions. param
bporaexp_table_to_files. param
bpor aexp_t abl es. param
bporaexp_t abl es_r ows. param

For import: i nst al | _pat h/netbackup/ext/db_ext/oracle/samples/bporaimp
The Database Archiver example scripts installed are:

dat a_archi ver _i nport.sh

dat a_ar chi ver _i mport 64. sh

bpor ai np_ar chi ve. param

bpor ai np_ar chi ve_schena_to_fil es. param
bpor ai np_ar chive_to_users. param
bporai np_bfil e_tabl e. param

bpor ai np_hel p. param

bpor ai np_i gnore_rows_t abl e. param
bporai np_I arge_t abl e. param

bporai np_Ii st. param

bpor ai np_ol d_ar chi ve. param
bporai np_partitions. pram

bporai np_table_fromfiles. param
bporai np_table_to_files. param
bporai np_t abl e_to_user. param
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bpor ai np_t abl es. param
1. Copy the example scripts to a different directory on your client. Database Archiver
scripts can be located anywhere on the client.

2. Modify each script for your environment.

Export Example 1, dat a_ar chi ver _export. sh

This example sets up the environment and calls bpor aexp with an example parameter
file.

#!/ bi n/ sh

# This script uses bporaexp to export Oracle table data in XM. format using

# a NetBackup policy. It is assumed that this script will be executed
# by user root. In order for the bporaexp utility to work properly we
# switch user (su -) to a user account that has the correct environnent
# for running a utility that accesses Oracle.

# The archive will be owned by this operating system user account

# which nust then be used to performan inport.

# |f this script runs under this user account instead of as root

# you should renove the switch user |ogic.

# Put output in <this file name>. out. Change as desired.

# Note: output directory requires wite permn ssion.
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QUTF=${ 0} . out

# You may want to delete the output file so that backup information does

# not accunulate. |If not, delete the follow ng lines.

if [ -f "$QUTF" ]
t hen
rm-f "$OUTF"

fi

{ # output block

echo "'date' ---------------- Begi nning of Script------------ "

echo "Script nane: $0"

# Repl ace /db/oracl e/ product/8.1.7, below, with the Oracle hone path.

ORACLE_HOME=/ db/ or acl e/ product/8.1.7

export ORACLE_HOVE

ORACLE_SI D=0ORA817

export ORACLE_SI D
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# Repl ace ora8l7, below, with the Oracle DBA user id (account).

# Repl ace ${ORACLE HOVE}/scripts with the NetBackup Oracle script path.
# Since subsequent installs or deinstalls will renmove this file, you wll

# want to nove this script fromits installed |ocation before maki ng updates.

# Repl ace ${NB_ORA_SCRI PTS/ bpor aexp_t abl es. paramwith the | ocation of the

# XML export paraneter file.
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echo

echo "ORACLE_SI D: $ORACLE_SI D'

echo "ORACLE_USER: $ORACLE_USER'

echo "ORACLE_HOME: $ORACLE_HOWVE"

echo  "NB_ORA SCRI PTS: $NB_ORA SCRI PTS"

echo "NB_ORA EXP_PARAVS: $NB ORA EXP_PARAMS'

echo " BPORAEXP: $BPORAEXP"

echo

# Print out the value of the variables set by bphdb
# Settings in bporaexp_tables.paramw || override

# NB_ORA SERV and NB_ORA POLI CY val ues.

echo "NB_ORA_SERV: $NB_ORA_ SERV"
echo  "NB_ORA POLICY: $NB_ORA POLI CY"

echo

# Cal | bporaexp

echo
echo "% ${ BPORAEXP} parfil e=${ NB_ORA EXP_PARAMS}"

echo

su - $ORACLE USER -c "
ORACLE_SI D=$ORACLE_SI D

export ORACLE_SI D
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ORACLE_HOME=$CRACLE_HOVE
export ORACLE_HOVE
NB_ORA_SERV=$NB_ORA_SERV
export NB_ORA SERV

NB_ORA POLI CY=$NB_ORA POLI CY
export NB_ORA PCOLICY

${ BPORAEXP} parfil e=${ NB_ORA_EXP_PARANS}

RETURN_STATUS=$?

echo

echo "‘date’ ---------------- End of Script------------------ "
echo

echo "exit $RETURN_STATUS"

exit $RETURN_STATUS

} >> $OUTF

Export Example 2, bpor aexp_t abl es. param

This example parameter file is used with bpor aexp to archive two tables.

#

# Archives nultiple tables using a NetBackup Policy

# Script run by:

# bporaexp parfil e=bporaexp_t abl es. param
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#

# Maxi mum nunber of rows fetched at a tinme

#

ROW BUFFER = 1000

#

# Do not use SET TRANSACTI ON READ ONLY so that each table is exported
# as a separate transaction

#

CONSI STENT = N

#

# Keyword phrase that NetBackup associates with the archive
#

KEYWORD = " Archi veNane Keywor ds"

#

# Name of the archive

# The master XML schema file will be called Archi veNane. xsd
#

NAME = Archi veNanme

#

# Names of the tables to be archived

# The userid nmust have SELECT access on all tables

#

TABLES = usernanel.tabl el, usernanme2.table2

#

# Oacle login credentials

#

USERI D = usernanel/ password

#

# File name to receive informational and error nessages

#

LOG = /db/oracl e/l ogs/ archi ve/ bporaexp_t abl es. | og
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#

# NetBackup master server
#

NB_ORA_SERV = Server Name

#

# NetBackup Oracle client
#

NB_ORA_CLI ENT = C i ent Nanme
#

# NetBackup Oracle policy
#

NB_ORA_POLI CY = Pol i cyNane
#

# NetBackup Oracle backup policy schedul e
#

NB_ORA_SCHED = Def aul t - Appl i cati on- Backup

Import Example 1, dat a_ar chi ver _i nport. sh

This example sets up the environment and calls bpor ai np with an example parameter
file.

#!/ bin/ sh

B s m o m o d e o e o e e e e e e e e e e e e e e e e e e meeeea o

# This script uses bporainp to inport Oracle table data that was previously

# exported in XM format using the bporaexp utility.

# It is assuned that this script will be executed

# by user root. In order for the bporainp utility to work properly we

# switch user (su -) to a user account that has the correct environnment

# for running a utility that accesses Oracle.

—
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The operating system user account that was used to create the archive

must be used to performthe inport.

* #* H#*

If this script runs under this user account instead of as root

# you should renove the switch user |ogic.

# Put output in <this file nanme>. out. Change as desired.

# Note: output directory requires wite perm ssion.

# You may want to delete the output file so that backup information does

# not accunulate. |If not, delete the follow ng lines.

if [ -f "$QUTF" ]
t hen
rm-f "$OUTF"

fi

{ # output block

echo "'date' ---------------- Begi nning of Script------------ "

echo "Script name: $0"

# Repl ace /db/oracl e/ product/8.1.7, below, with the Oracle hone path.
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ORACLE_HOME=/ db/ or acl e/ product/8.1.7

export ORACLE HOMVE

# Repl ace ORA817, below, with the Oracle SID of the target database.

ORACLE_SI D=0RA817

export ORACLE_SID

# Repl ace ora8l7, below, with the Oracle DBA user id (account).

# Repl ace ${ORACLE HOVE}/scripts with the NetBackup Oracle script path.
# Since subsequent installs or deinstalls will renmove this file, you wll

# want to nove this script fromits installed |ocation before maki ng updates.

# Repl ace ${NB_ORA_SCRI PTS/ bporai np_t abl es. paramwi th the | ocation of the

# XML inport paraneter file.
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NB_ORA | MP_PARAMS=${ NB_ORA_SCRI PTS}/ bpor ai np_t abl es. par am

echo

echo "ORACLE_SI D: $ORACLE_SI D'

echo "ORACLE_USER: $ORACLE_USER'

echo "ORACLE_HOME: $ORACLE_HOVE"

echo  "NB_ORA SCRI PTS: $NB_ORA SCRI PTS"

echo  "NB_ORA | MP_PARAMS: $NB_ORA | MP_PARANG"
echo " BPORAI MP:  $BPORAI MP"

echo

# Print out the value of the variables set by bphdb
# Settings in bporainp_tables.paramw || override

# NB_ORA _SERV val ue

echo  "NB_ORA SERV: $NB_ORA_SERV'
echo  "NB_ORA POLICY: $NB_ORA POLI CY"

echo
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# Cal | bporainp

echo
echo "% ${ BPORAI MP} parfil e=${ NB_ORA_| MP_PARAMS}"

echo

su - $ORACLE USER -c "
ORACLE_SI D=$ORACLE_SI D
export ORACLE_SID
ORACLE_HOME=$CRACLE_HOVE
export ORACLE_HOVE
NB_ORA_SERV=$NB_ORA_SERV
export NB_ORA_SERV

${ BPORAI MP} parfile=${NB_ORA | NP_PARAVE}

RETURN_STATUS=$?

echo

echo "‘date’ ---------------- End of Script------------------ "
echo

echo "exit $RETURN_STATUS"

exit $RETURN_STATUS

} >> $QUTF

Import Example 2, bporai np_| i st. param

This example parameter file is used with bpor ai np to create a report of previously
created NetBackup Database Archiver archives.

#
R R e
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# Lists the XM. archives avail able according to search criteria.
# Valid search criteria include any conbi nation of

# NAME, TABLES, FROMUSER, KEYWORD, ARCHI VE_DATE_FROM and ARCHI VE_DATE_TO.

# Script run by:

# bporai mp parfil e=bporainp_list.param

LIST =Y

#

# Oracle login credentials used to create archive

# Only archives created using this Oracle userid are listed.
#

USERI D = user nanel/ password

#

# Start date for the archive search

#

ARCHI VE_DATE_FROM = 05/ 01/ 2001

#

# End date for the archive search

#

ARCHI VE_DATE_TO = 05/ 15/2001

#

# Keyword phrase that NetBackup associated with the archive
#

KEYWORD = " Ar chi veNane Keywor ds"
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#

# Nane of the archive

#

NAME = Archi veNane

#

# Owner of the table

#

FROMUSER = usernanel

#

# Nane of the table

#

TABLES = tabl el

#

# File name to receive informational and error nmessages
#

LOG = /db/oracl e/l ogs/ archi vel/ bporainp_list.|og
#

# Net Backup master server
#

NB_ORA_SERV = Server Name
#

# NetBackup Oracle client
#

NB_ORA_CLI ENT = O i ent Nane

Import Example 3, bpor ai np_t abl es. param

This example parameter file is used with bpor ai np to restore two tables from an archive,
and to import the data into an Oracle database.

# bporai np_t abl es. param
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# Restores nultiple tables froma NetBackup XML archive and inserts
# the data into Oracle.

# The latest archive is used by default.

# Script run by:

# bporai mp parfil e=bporai np_tabl es. param

# Nane of the archive

#

NAME = Archi veNane

#

# Nane of the tables

#

TABLES = tablel, table2

#

# Oracle login credentials

# The Oracle USERID that exported the tables nust be the sanme as the
# Oacle USERID that is inporting the tables

#

USERI D = user nanel/ password

#

# File name to receive informational and error nessages
#

LOG = /db/ oracl e/ | ogs/ ar chi ve/ bpor ai np_t abl es. | og

#

# Net Backup nmaster server

#
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NB_ORA SERV = Server Nane
#

# NetBackup Oracle client
#

NB_ORA _CLI ENT = i ent Nane
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Testing NetBackup Database Archiver Configuration
Settings

After you have configured the master server for NetBackup Database Archiver, you
should test the configuration settings. For a description of status codes, refer to the
NetBackup Troubleshooting Guide for Windows if you are using a Windows server or the
NetBackup Troubleshooting Guide for UNIX if you are using a UNIX server.

NetBackup Administration Console for Windows

Use this procedure to test a policy configuration from a Windows server or from the
Remote Administration Console.

v To test the configuration settings on a Windows server
1. Log onto the server as administrator.
2. Start the NetBackup Administration Console.
3. Inthe left pane, click Policies. The policy list appears in the right pane.
4. Click on the policy you wish to test.

5. From the Actions menu, click Manual Backup.

The Manual Backup dialog box appears.

Manual Backup E
Start backup of policy:  practice
Schedules: Llients:
schedule_name client_name

Select a schedule and one or mare clients to start the backup.

To start a backup for all clients, press OK without selecting any clients.

Cancel |

The Schedules pane contains the name of a schedule (or schedules) configured for the
policy you are going to test. The Clients pane contains the name of the client(s) listed
in the policy you are going to test.
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Follow the instructions on the dialog box.

Click Activity Monitor on the NetBackup Administration Console.

B% Activity Monitor - NetBackup Administration Console
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S-m&s ox|rmealD HE

QA H S0 o

gyifalcon

gvifaicon - Topology =]
=]

.

—

ctivity Marnitor -]
= NetBackup Management
Reports
=3, Policies
o @ Summan of all Polic
&P Sybase_Backup
@» sample
- sybasestandard
&P sybasewindows
2 test2
. @ DB 4
=)= Storage Units
: Fp Storage Unit Group
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If the manual backup does not exit with a successful status, refer to the
Troubleshooting chapter.

NetBackup Administration Console for UNIX

Use this procedure to test a policy configuration on the NetBackup Administration
Console for UNIX.

v To test the configuration settings on a UNIX server

1.

2.

Log onto the server as root.
Start the NetBackup Administration Console.

In the left pane, click Policies.

The right pane splits into an All Policies pane and a details pane.
In the All Policies pane, click the policy you wish to test.

From the Actions menu, click Manual Backup.
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The Manual Backup dialog box appeatrs.

Serwer, Ihagar min oy com
Folcy name: [ |
Ipmcmez —
ancel

Schedules:
Full

Clients:

hagar

Select 3 schedule and one or more clients 1o start the backup, To start 2
backup for all clients, press OK without selecting any clisms

The Schedules pane contains the name of a schedule (or schedules) configured for the
policy you are going to test. The Clients pane contains the name of the client(s) listed
in the policy you are going to test.

6. Follow the instructions on the dialog box.

7. Click Activity Monitor on the NetBackup Administration Console.

—
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Jobs ] Daemons ] Processes ]

=| hagar.min.owv.com (haster Sarver i
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44 Backup Done 0 test? Uzer hagar
43 Restore Done o hagar
42 Backup Done 0 test? Uzer hagar
41 Backup Done 0 test? Uzer hagar
17. Host Properties 40 Backup Done 71 test? Uzer hagar |
- Media and Device hEnageme 17 7 Mnne AN |
@ Devwice honitar
] Media = [pone:t frocal:v [eezlierver:hagar. min. ov.com
=) Devi g
|| EFE peviees 5 [ [ [ [ [

If the manual backup does not exit with a successful status, refer to the
Troubleshooting chapter.
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When installation and configuration are complete, you can use the NetBackup interfaces
or the command line interface to start Oracle archives and restores.

This chapter contains the following sections:
0 Performing an Archive
0 Browsing Archives

O Performing a Restore
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Performing an Archive

Archives can be performed by using:
0O Automatic Archive of an Oracle Policy
0O Manual Archive of an Oracle Policy

O User-Directed Archive From the Client

Automatic Archive of an Oracle Policy

The most convenient way to archive your database is to set up schedules for automatic
archives. When the NetBackup scheduler invokes a schedule for an automatic archive, the
NetBackup Database Archiver scripts run:

O Inthe same order as they appear in the file list

O On all clients that have them (that is, matching pathnames)

Manual Archive of an Oracle Policy

The administrator can use the NetBackup server software to manually execute an
automatic archive schedule for the Oracle policy. See the NetBackup System Administrator’s
Guide for UNIX or the NetBackup System Administrator’s Guide for Windows for detailed
instructions.

Refer to “Testing NetBackup Database Archiver Configuration Settings” on page 68 for
instructions on initiating a manual archive of an Oracle policy.

User-Directed Archive From the Client

This section describes the following procedures for performing user-directed archives:
0O Executing the NetBackup Database Archiver script on the Client

0O Executing bporaexp on the Client as an Oracle User

Executing the NetBackup Database Archiver Script on the Client

If you know the pathname of the NetBackup Database Archiver script that initiates the
archive, you can execute the shell script from the UNIX command prompt.

For example, to perform a database archive, at the UNIX command prompt you might
enter:

NetBackup Database Archiver System Administrator’s Guide



Performing an Archive

/oracl e8/ scripts/data_archiver_export.sh

The UNIX shell starts the database archive by executing the Database Archiver script. The
Database Archiver script contains commands to execute bpor aexp.

The NetBackup Database Archiver installation script installs sample scripts in the
following location:

install_path/ net backup/ ext / dbext/ or acl e/ sanpl es/ bpor aexp/

Executing bpor aexp on the Client as an Oracle User

As an Oracle user you can also execute the bporaexp command from the UNIX command
line with the desired parameter file.

Note Be sure to configure the run-time environment as specified in the chapter on
Configuration, because this method does not call the full script that includes the
run-time configuration. Check the sample scripts for run-time environment details.

bpor aexp creates a set of XML schema and instance documents. For each archive, one
master XML schema (.xsd) document is generated. In addition, for each table, bpor aexp
generates a table specific schema (.xsd) document and a table specific instance (.xml)
document. Additional files are created if the table contains LONG or LOB columns.

bporaexp creates these files in either an Operating System directory or using a NetBackup
storage unit. The DIRECTORY parameter specifies an OS directory, and if this parameter
is not used, NetBackup will be used.

For example, the archive testl contains one table, USERL.TESTL. If the DIRECTORY
parameter is set to /db/netbackup/xml, the following files are created:

/db/netbackup/xml/testl/testl.xsd
/db/netbackup/xml/testl/USER1/TEST1.xsd
/db/netbackup/xml/testl/USER1/TEST1.xml

If the DIRECTORY parameter is not used, NetBackup will be used. A NetBackup backup
set will be created and cataloged under the name /Oracle/XMLArchive. All Database
Archiver backups are cataloged using this convention.

For example, if the previous archive is created using NetBackup, the following files are
created and catalogued:

/Oracle/XMLArchive/testl/testl.xsd
/Oracle/XMLArchive/testl/USER1/TEST1.xsd
/Oracle/XMLArchive/testl/USER1/TEST1.xml
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In production, Database Archiver should be used in NetBackup mode. NetBackup mode
provides the advantage of NetBackup features including searching and cataloging with
the NetBackup catalog and automatic handling of output that exceeds file system limits.
With the DIRECTORY parameter, file system limits, such as a 2 GB maximum, may cause
an error.

To execute bpor aexp on the client
At the command prompt, enter:

bporaexp [username/ password] parfile = filenane | hel p=y

Note On 64-bit platforms, the bpor exp64 command is also available.

Note Use the NetBackup parameters NB_ORA_SERV, NB_ORA_CLIENT,
NB_ORA_POLICY, and NB_ORA_SCHED to specify the NetBackup run-time
configuration. Otherwise, the order of precedence for the run-time configuration
variable settings is used. See “Configuring the Run-Time Environment” on page 49.

The following table shows the available bpor aexp parameters with their default values.
Note that some parameters only apply when bporaexp is using a NetBackup storage unit,
that is, when the DIRECTORY parameter is not specified. If the DIRECTORY parameter is
specified, these parameters are ignored.

Parameter Required? | Default Description NetBackup
Mode Only
CONSISTENT N N Specifies whether or not N

bpor aexp uses the SET
TRANSACTION READ
ONLY statement to ensure
that the data from all tables is
consistent to a single point in
time and does not change
during the execution of the
bpor aexp command. If the
default of CONSISTENT = N
is used, each table is exported
as an independent
transaction.
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Parameter Required? | Default Description NetBackup
Mode Only
KEYWORD N no default | Optionally specifies a Y

keyword phrase that
NetBackup associates with
the image being created by
the archive operation. Values
for KEYWORD must be in
double quotes.

DIRECTORY N no default | Optionally specifies a N
directory for the output of the
bpor aexp utility.

HELP N N Displays a help message with | N
descriptions of bpor aexp
parameters. (Does not
actually export data if
HELP=Y)

LOG N no default | Optionally specifies a file N
name to receive
informational and error
messages. If this parameter is
specified, messages are
logged in the log file and not
displayed to the terminal

display.
NAME Y no default | The name of the master XML | N
schema file.
NB_ORA_SERV N Default Optionally specifies the name | Y
Master of the NetBackup master
Server server
NB_ORA_CLIENT [N Default Optionally specifies the name | Y
Client of the NetBackup Oracle
client.
NB_ORA _POLICY [N Default Optionally specifes the name | Y
Oracle of the NetBackup Oracle
Policy Policy
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Parameter Required? | Default Description NetBackup
Mode Only
NB_ORA_SCHED N Default Optionally speccifies the Y
Backup name of the Backup Policy
Policy Schedule to use.
Schedule
QUERY N no default | This parameter allows for the | N

selection of a subset of rows
from a set of tables. The value
of the query parameter is a
string that contains a WHERE
clause for a SQL select
statement that will be applied
to all tables (and table
partitions) listed in the
TABLES parameter.

For example, if TABLES =
emp, bonus and QUERY =
“where job = ‘SALESMAN’
and sal < 1600”, two SQL
statements will be executed:

SELECT*FROM emp where
job="SALESMAN’ and sal<1600;
SELECT*FROM bonus where
job="SALESMAN’ and sal<1600;

Note that each query
executed refers to a single
table at a time in the FROM
clause, so itisillegal to have a
join in the WHERE clause.

ROW_BUFFER N 1000 Specifies the size, in rows, of | N
the buffer used to fetch rows.
Tables with LONG columns
are fetched one row at a time.
The maximum value allowed
is 32767.

TABLES Y no default | Lists the table names and N
partition names to export.
The USERID must have
SELECT privilege on the
tables. The syntax used is:
schema.table: partition name
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Parameter Required? | Default Description NetBackup
Mode Only
USERID Y no default | Specifies the N

username/password (and
optional connect string) of
the user initiating the export.
If a connect string is not
provided, the ORACLE_SID
environment variable is used.

Browsing Archives

This section describes the following procedures for browsing archive images:
0O Using bporaimp parameters to browse archives

0O Using bplist to browse archives

Note Only archives created using NetBackup are searched. Exports stored in an
Operating System directory using the DIRECTORY parameter are not searched.

Using bporaimp Parameters to Browse Archives

To use the bporaimp command to browse archives, create a parameter file with the
desired search criteria. First, set the variables LIST =Y and USERID = username/. Only
the archives created using the Oracle USERID will be listed.

The Oracle password is not required. The UNIX account that is running bpor ai np will
only have access to archives that were created using the same UNIX account.

Use the NB_ORA_SERV and NB_ORA_CLIENT parameters to specify the NetBackup
server and client. Otherwise, the order of precedence for the run-time configuration
variable settings is used. See “Configuring the Run-Time Environment” on page 49.

Valid search criteria include any combination of the following parameters:
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Parameter Default Description

ARCHIVE_DATE_FRO | no default | Optionally specifies a start date for the archive search.
M Used with ARCHIVE_DATE_TO to specify a range.
The date format is mm/dd/yyyy [hh:mm:ss].

ARCHIVE_DATE_TO no default | Optionally specifies an end date for the archive
search. Used with ARCHIVE_DATE_FROM to specify
arange. The date format is mm/dd/yyyy [hh:mm:ss].

KEYWORD no default | Optionally specifies a keyword phrase for NetBackup
to use when searching for archives.

NAME no default | The name of the master XML schema file.

FROMUSER no default | Optionally specifies a comma-separated list of table
owners.

TABLES no default | Optionally specifies a list of table and partition names

that were included in an archive.

Assume you named the list parameter file bporaimp_list.param. At the command prompt,
enter:

bporai np parfile = bporainp_list.param

Note On 64-bit platforms, the bpor ai np64 command is also available.

Using bpl i st to Browse Database Archives

For a higher level view of the archive list, you can use the bpl i st command to browse
Oracle archives. The result is the list of archive file names. The following example uses
bpl i st to search all Oracle archives for a client named jupiter. The sample output is
produced for two archives, testl and little_sales, where each archive has one Oracle table
(testl has USERL.TEST1 and little_sales has USERL.LITTLE_SALES).

install_path/ bplist -C jupiter -t 4 -R /Oracl e/ XMLAr chi ve/
/ Oracl e/ XMLArchi ve/test1/test 1. xsd

/ Oracl e/ XMLAr chi ve/ t est 1/ USERL/ TEST1. xsd

/ Oracl e/ XMLAr chi ve/ t est 1/ USERL/ TEST1. xm
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/Oracl e/ XMLArchive/little_sales/little_sales.xsd
/ Oracl e/ XMLArchive/littl e_sal es/ USERL/ LI TTLE_SALES. xsd
/ Oracl e/ XMLArchive/little_sal es/ USERL/ LI TTLE_SALES. xm

The-t 4 onthiscommand specifies the Oracle backups or archives. The - Rspecifies the
default number of directory levels to search, 999. Refer to bpl i st (1M man page for
more information on this command.
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Performing a Restore

Make sure an archive has been successfully completed before attempting a restore. Use
the procedures for browsing archives as described in the previous section to identify the
correct archive to restore. An error will occur if an archive history does not exist.

This section describes the following procedures for performing user-directed restores:
0O Executing a Database Archiver script on the client
0O Executing bporaimp on the client

O Redirecting a Restore to a Different Client

Executing a Database Archiver Script on the Client

If you know the pathname of the Database Archiver script that initiates the restore, you
can start it from the UNIX command prompt. For example, to perform a restore at the
UNIX command prompt you might enter:

/oracl e8/ scripts/data_archiver_inport.sh

The UNIX shell starts the restore by executing the Database Archiver script file. The
Database Archiver script file contains commands to execute bporaimp.

The NetBackup Database Archiver installation script installs sample scripts in the
following location:

/netbackup/ext/dbext/oracle/samples/bporaimp/

Executing bpor ai np on the Client

Execute the bpor ai np command from the UNIX command line on the client using the
appropriate parameter file. The UNIX account that is running bpor ai np will only have
access to archives that were created using the same UNIX account.

Note Be sure to configure the run-time environment as specified in the chapter on
Configuration, because this method does not call the full script that includes the
run-time configuration. Check the sample scripts for run-time environment details.

v To execute bpor ai np on the client
At the command prompt, enter:

bporai np [usernane/ password] parfile = filename | hel p=y
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Note On 64-bit platforms, the bpor ai np64 command is also available.

Note Use the NetBackup parameters NB_ORA_SERV and NB_ORA_CLIENT to specify
the NetBackup run-time configuration. Otherwise, the order of precedence for the
run-time configuration variable settings is used. See “Configuring the Run-Time
Environment” on page 49.

The following table shows the available bpor ai np parameters with their default values.
Note that some parameters only apply when bporaimp is using a NetBackup storage unit,
that is, when the DIRECTORY parameter is not specified. If the DIRECTORY parameter is
specified, these parameters are ignored.

Parameter Required? | Default | Description NetBackup
Mode Only
ARCHIVE_DATE_FROM N no Optionally specifies a Y

default start date for the archive
to be imported. Used
with
ARCHIVE_DATE_TO to
specify a range. If not
used, the most recent
archive is imported. If
the range used results in
more than one archive,
the most recent from the
range is used. The date
format is mm/dd/yyyy
[hh:mm:ss].
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Parameter Required? | Default | Description NetBackup
Mode Only
ARCHIVE_DATE_TO N no Optionally specifies an Y

default end date for the archive
to be imported. Used
with
ARCHIVE_DATE_FRO
M to specify a range. If
not used, the most recent
archive is imported. If
the range used results in
more than one archive,
the most recent from the
range is used. The date
format is mm/dd/yyyy

[hh:mm:ss].
BFILE_DIRECTORY Y (if any no Specifies a directory for | N
table being | default the output of any BFILE
imported columns being imported.
has BFILE Oracle’s CREATE
columns) DIRECTORY command

can be used to create the
DIRECTORY in Oracle,
and the name should
match the name used in
the export file.

COMMIT N N Specifies whether N
bporaimp should
commit after each array
insert. The size of the
array is determined by
ROW_BUFFER. By
default, bporaimp
commits only after
loading each table, and
performs a rollback
when an error occurs,
before continuing with
the next object.

DIRECTORY N no Optionally specifies a N
default directory for the input of
the bporaimp utility.
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Parameter Required? | Default | Description NetBackup
Mode Only
FROMUSER N no Optionally specifies a N

default comma-separated list of
users to import from an
archive containing
multiple users’ tables. If
not specified, all of the
tables will be imported.

HELP N N Displays a help message | N
with descriptions of
bporaimp parameters.
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Parameter Required? | Default | Description NetBackup
Mode Only
IGNORE_ROWS N N Specifies whether or not | N

rows should be inserted
into a table that isn’t
empty. The default is
that the table already
exists and that it is
empty. If itisn’t empty,
IGNORE_ROWS =N
causes an error to be
reported, and the table is
skipped with no rows
inserted.
IGNORE_ROWS =Y
causes rows to be
inserted with errors
reported in the LOG file.

If IGNORE_ROWS =Y
and an error such as a
primary key constraint
violation occurs, no data
will be inserted if
COMMIT = N. However,
if COMMIT =, the
array of rows (size
determined by
ROW_BUFFER) will not
be inserted, but

bpor ai np will continue
to process additional
row arrays in the order
in which they were
exported. To cause all
rows that don’t violate a
primary key constraint
to be inserted, set
COMMIT =,
ROW_BUFFER =1, and
IGNORE_ROWS =Y.
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Parameter Required? | Default | Description NetBackup
Mode Only
KEYWORD N no Optionally specifies a Y

default keyword phrase for
NetBackup to use when
searching for archives
from which to restore
files.

LIST N N LIST =Y queries the Y
NetBackup catalog and
lists the archives
available. Does not
actually import the data
ifLIST=Y

LOG N no Optionally specifiesafile | N
default name to receive
informational and error
messages. If this
parameter is specified,
messages are logged in
the log file and not
displayed to the terminal
display.

NAME Y no The name of the master | N
default XML schema file. (This
parameter is required if

LIST=N.)
NB_ORA_SERV N Default | Optionally specifiesthe |Y
Master name of the NetBackup
Server master server
NB_ORA_CLIENT N Default | Optionally specifiesthe |Y
Client name of the NetBackup
Oracle client.
RESTORE_SCHEMA_ONLY [N N Used with Y

RESTORE_TO_DIRECT
ORY to restore the XML
schema files only to a
directory.
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Parameter Required? | Default | Description NetBackup
Mode Only
RESTORE_TO_DIRECTORY | N no Optionally specifies a Y

default directory for the output
of the bporaimp utility.
(If used, the XML data is
not parsed and inserted
into Oracle).

ROW_BUFFER N 1000 Specifies the size, in N
rows, of the buffer used
to insert rows. Tables
with LONG or LOB
columns are inserted one
row at a time. The
maximum value allowed
is 32767.

TABLES N no Optionally specifiesalist | N
default of table and partition
names to import. If not
used, all tables in the
archive will be imported.
The tables must already
exist, and the USERID
must have INSERT
privilege on the tables.
The table names cannot
be qualified with owner
names, and the
FROMUSER parameter
is used to specify a
particular owner. If a
partition name is
specified, it indicates the
exported partition only
and the rows are inserted
according to the
partitioning scheme of
the target table. If the
export contains
partitions, and the
import does not specify
them, all will be inserted.
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Parameter Required?

Default

Description

NetBackup
Mode Only

TOUSER N

no
default

Optionally specifies a
comma-separated list of
users to import to that
may be used with the
FROMUSER parameter
to change the table
owners. The TOUSER
Oracle accounts must
already exist, and the
USERID must have
INSERT privilege on the
tables that must also
exist.

N

USERID Y

no
default

Specifies the
username/password
(and optional connect
string) of the user
initiating the import. If a
connect string is not
provided, the
ORACLE_SID
environment variable is
used.
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Redirecting a Restore to a Different Client

With NetBackup Database Archiver you have the option to restore an archive to a client
other than the one that originally performed the archive. The process of restoring data to
another client is called a redirected restore.

The following illustrates a typical redirected restore process.

Server

Note that the user on client A was not able to initiate a redirected restore to client B. Only
the user on client B, the client receiving the archive image, could initate the redirected
restore.

Server Configuration

Ensure that the NetBackup server is configured to allow redirected restore. The
administrator can remove restrictions for all clients by creating the following file on the
Netbackup master sever:

install_path/ net backup/ db/ al t nanes/ No. Restri cti ons

Or the administrator can restrict clients to restore only from certain other clients by
creating and then adding client names to the file:

install_path/ net backup/ db/ al t nanes/ client_name
Where client_name is the name of the client allowed to do the redirected restore.

See the NetBackup System Administrator’s Guide for details.
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Client Configuration

The same user name (UNIX account) that was used for the database archive must be used
on the client where you are redirecting the restore.

Using bpor ai np for a Redirected Restore
Perform the following on the new client host if you want to restore XML archives that are
owned by another client.

1. Setenvironment variables for bporaimp on the new client, including
ORACLE_HOME and ORACLE_SID.

2. In bporaimp parameter file, include:
nb_ora_serv = NetBackup server
nb_ora_client = original client where archive occurred.

3. Specify other bporaimp parameters (see “Executing bporaimp on the Client” on
page 80).

4. Run bporaimp.

v Example:
In this example, assume:
Original client is jupiter
New client is saturn
Server is jupiter
ORACLE_SID is test on both saturn and jupiter

UNIX user is ora8 on both jupiter and saturn

O o o o o o

Archive name is sales.

1. Create the file, Zusr/openv/netbackup/db/altnames/saturn, on server jupiter and
edit it to contain the name jupiter.

2. Logon to saturn as ora8.

3. Create bporaimp.param, including:
NAME = sales
NB_ORA_SERV = jupiter
NB_ORA_CLIENT = jupiter
USERID = orauser/orapasswd
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4. Run bporaimp parfile=bporaimp.param to restore sales archive to saturn and to
import the data into the test database on saturn.
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This chapter explains how to determine and resolve problems encountered when using
NetBackup Database Archiver. It contains the following sections:

O General Troubleshooting Procedure
O NetBackup and NetBackup Database Archiver Logs

0O Troubleshooting Archive or Restore Errors
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General Troubleshooting Procedure

To perform this procedure, the following conditions must exist.
The following products are properly installed and configured:
- NetBackup 4.5
- Oracle RDBMS 8.1.5 or later
- NetBackup Database Archiver 4.5
1. When verifying your installation, ensure that the following NetBackup Database
Archiver binaries exist:

- install_path/ net backup/ bi n/ bphdb resides on the client and is used by both
the NetBackup scheduler and the graphical interface to start archives and
restores. The main purpose of bphdb is to execute a script file that in turn calls
bpor aexp or bpor ai nmp. Only the script is required when bpor aexp or
bpor ai np is executed from the command line.

- install_path/ net backup/ bi n/ bpor aexp

- install_path/ net backup/ bi n/ bpor ai np

- install_path/ i b/1i bbpora. so. 8.0

- install_path/ i b/1i bbpora.so0.9.0

For 64-bit:

- install_path/ net backup/ bi n/ bpor aexp64
- install_path/ net backup/ bi n/ bpor ai np64
- install_path/ i b/ 1 i bbpora64.so.8.0

- install_path/ i b/ 1 i bbpora64.so0.9.0

2. Ensure that the ORACLE_HOME environment variable is set, and that ORACLE_SID
is set, unless specifying a connect string in the parameter file for bpor aexp or

bpor ai nmp.
The version of the Oracle client should match the version of the Oracle server, so that
the Oracle client and Oracle server software are at the same level.

3. Check that both the NetBackup server and client software are working properly. That
is, check that normal operating system files can be backed up and restored from the
client. The NetBackup client must be running the same version of software as the
NetBackup server.

4. Check that the following NetBackup logs are turned on in VERBOSE=5 mode:
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- Ontheclient: bpor aexp (or bor aexp64), bpor ai np (or bor ai np64), bphdb,
and bpcd.

- On the master server: bpr d, bpsched, and bpdbm
- On the host with the storage unit: bpbr m and bpt m

Note These logs may become very large, especially bpsched and bpdbm Ensure that
enough free disk space exists in the log directory disk partition.
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NetBackup and NetBackup Database Archiver Logs

NetBackup and NetBackup Database Archiver provide reports on archive and restore
operations. These reports are useful for finding errors associated with those applications.
The following describes troubleshooting logs and reports generated by NetBackup
products.

NetBackup Database Archiver Logs

The bpor aexp and bpor ai np programs perform error logging and tracing in the file
specified by the log parameter. Ensure that the parameter file specifies at least a log
qualifier. The log files contain non-NetBackup related errors including Oracle errors.

When bpor aexp and bpor ai np are being used in non-NetBackup mode, that is, when
the DIRECTORY parameter is specified, these logs are the only source of error logging
and tracing.

NetBackup Logs

The NetBackup server and client software allow you to set up detailed debug logs for
troubleshooting problems that occur with NetBackup. See the NetBackup Troubleshooting
Guide - UNIX or the NetBackup Troubleshooting Guide - Windows NT/2000 for a complete
description of debug logs. Also see the install_path/ net backup/ | ogs/ READVE. debug
file.

Enable the NetBackupDatabase Archiver logs by performing the following steps.

1. Create the following directories on the client:

i nstal | _pat h/ net backup/ | ogs/ bphdb

i nstal | _pat h/ net backup/ | ogs/ bpor aexp
i nstal | _pat h/ net backup/ | ogs/ bpor ai np
% cd install _path/netbackup/| ogs/

% nkdi r bphdb

% nkdi r bporaexp

% nkdi r bporai np

For 64-bit, create:

i nstal | _pat h/ net backup/ | ogs/ bpor aexp64
i nstal | _pat h/ net backup/ | ogs/ bpor ai np64

% cd install _path/netbackup/| ogs
% nkdi r bporaexp64
% nkdi r bporai np64
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2. Set the access permissions to 777 on these log directories.

% chnod 777 bphdb
% chnod 777 bporaexp
% chnod 777 bporai np

For 64-bit;

% chnod 777 bporaexp64
% chnod 777 bporai np64

The following sections describe the logs created when you create the log directories. Use a
text editor to view the contents of the logs.

bphdb Directory on the Client

The install_path/ net backup/ | ogs/ bphdb directory contains the following types of logs.
These logs are a good starting place to determine what type of error occurred.

obk_st dout .mmddyy

Unless redirected elsewhere, NetBackup places Database Archiver script
output in this file.

obk_st derr.mmddyy

Unless redirected elsewhere, NetBackup places Database Archiver script
errors in this file.

| 0g. log.mmddyy

bphdb is the NetBackup Database Backup binary. This log contains
debugging information for the bphdb process. NetBackup Database Archiver
uses this client process for Database Archiver script execution. It is invoked
when an automatic archive schedule is executed.

bpor aexp( bpor exp64) Directory on the Client

Theinstal | _path/ net backup/ | ogs/ bpor aexp(bpor aexp64) directory contains
the following execution log.

| 0og. log.mmddyy

This log contains debugging information and execution status for the
bpor aexp( bpor aexp64 program.

bpor ai np( bpor ai np64) Directory on the Client

Theinstal | _path/ net backup/ | ogs/ bpor ai np( bpor ai np64) directory contains
the following execution log.
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| 0og. log.mmddyy

This log contains debugging information and execution status for the
bpor ai np( bpor ai np64) program.

Setting the Debug Level

You can control the amount of information written to the debug log in the
i nstal |l _pat h/ net backup/ | ogs/ bpor aexp, /bporaexp64 and /bpor ai np,
/ bpor ai np64 directory by changing the bp.conf file to indicate the VERBOSE setting.

The higher the value, the more information is logged. In everyday normal operations, the
default value of 0 is sufficient. However, VERITAS technical support may ask you to set
the value higher when a problem is being analyzed.

0 To change the Debug Level, enter the following line in the bp. conf file.

VERBCSE = 5

NetBackup Server Reports

NetBackup provides other reports that are useful in isolating problems. One such report is
All Logs Entries on the server. See the NetBackup System Administrator’s Guide for a
description of this and other reports.

Troubleshooting Archive or Restore Errors

A NetBackup Database Archiver error can originate:
O On the NetBackup side:

An error can be from the bpor aexp or bpor ai np programs, the NetBackup server or
client, or Media Manager.

O On the Oracle side:
The error can be from the target database.

VERITAS suggests that you use the following steps when troubleshooting a failed
operation:

- 96 NetBackup Database Archiver System Administrator’s Guide



Troubleshooting Archive or Restore Errors

1. Check the logs to determine the source of the error.

2. Troubleshoot each stage of the archive or restore.

The following sections describe these steps in detail.

Check the Logs to Determine the Source of the Error

1. Check the bpor aexp or bpor ai nmp log.
Messages are sent to the file name specified by
| og=
in the bpor aexp or bpor ai np parameter file, or to the screen if | og= is not specified.
Some common problems are:
- The ORACLE_HOME environment variable was not set.

- The bpor aexp or bpor ai np program was unable to connect to the target
database.

The above errors are usually due to incorrect installation or configuration.

2. Check the NetBackup logs

The first NetBackup log to check is

install_path/ net backup/ | ogs/ bpor aexp/ | og. nmddyy or

/ bpor ai nmp/ | og. mrddyy. This is the most important log. Examine it closely. It
contains messages that will provide the best way to determine the source of an error.
This log is written by the NetBackup client and contains:

- Requests from bpor aexp and bpor ai np
- Activities between bpor aexp and bpor ai np and NetBackup processes.

If install_path/ net backup/ | ogs/ bpor aexp/ | og. mddyy or
/ bpor ai nmp/ | og. mddyy does not contain any messages, the possible errors are:

- bporaexp or bpor ai np terminated before requesting service from NetBackup.

- bphdb (if started by the scheduler or graphical user interface) did not start the
backup shell script successfully. Check the bphdb logs for stderr and stdout files.

Try to execute the Database Archiver script file from the command line to determine
the problem. Usually, the error is due to a file permission problem for bphdb itself or
the Database Archiver script file.
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Ensure that the full Database Archiver script filename is entered correctly in the Script
list of the Oracle policy configuration. See “Specifying the List of Scripts” for
instructions on configuring the Script list.

Logs will not be created in this directory if the permissions are not set for the Oracle
user to write to the directory. The full permissions setting, chmod 777, is best.

Note For 64-bit, the logs are created in / bpor aexp64 and / bpor ai np64.

Troubleshoot Each Stage of the Archive or Restore

The following explains the sequence of events for a bpor aexp or bpor ai np initiated
action and suggests solutions for problems that can occur at each point in the sequence.

1.

bporaexp or bporai np starts.
An archive or restore can be started in any of the following ways:
- Command line from the system prompt such as:

bporaexp parfile
bporai nmp parfile

paraneter fil enane
paraneter fil enane

- Manually from the NetBackup Administration console on the master server.
- Automatically by an automatic archive schedule.

If an error occurs at this point, check the bpor aexp or bpor ai np log.

bpor aexp or bpor ai np verifies its environment, then connects to Oracle and
NetBackup.

An Oracle connect error is either due to an Oracle environment or database problem,
or to an incorrect userid and password.

A NetBackup error at this point is usually due to a problem with client and server
communication. Check the messages in the bpr d, bpsched, and bpcd logs for clues.
Also verify the bp. conf entries on the client.

bpor aexp or bpor ai np issues an archive or restore request.

bpor aexp or bpor ai np gathers necessary parameters, and then sends the ar chi ve
or r est or e request to the NetBackup server. The APl waits until both the server and
client are ready to transfer data before returning.

The NetBackup client interfaces gather information from the following:
- Environment, including Database Archiver parameter files.

- User’sbp. conf andinstal | _pat h/ net backup/ bp. conf files on the client
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- Information file from bphdb to be used as parameters to the bpr d process
This information is sent to the master server’s bpr d process.

To troubleshoot an archive problem in this part of the sequence, examine the
i nstal | _pat h/ net backup/ | ogs/ bpor aexp/| og. mmddyy or
/ bpor aexp64/ 1 og. mmddyy.

- Ifthe bpr d process failed, check the logs for bpr d, bpbr m and bpsched.

A failure at this point is frequently due to bad NetBackup server or Oracle policy
configuration parameters.

NetBackup can usually select the correct Oracle policy and schedules, but not always
when there are several Oracle policies in its database. Try setting the SERVER and
POLI CY values in the bp. conf file on the client, or use the following bpor aexp
parameters:

NB_ORA_POLI CY=policyname
NB_ORA SCHED=schedule
NB_ORA_SERV=NetBackup server
NB_ORA_CLI ENT=NetBackup client

To troubleshoot a restore, examine the

i nstal | _pat h/ net backup/ | ogs/ bpor ai np/ | og. mmddyy or

/ bpor aexp64/ 1 og. mmddyy. Make sure that the correct NetBackup server and
NetBackup client values are being used by setting the following bporaimp
parameters:

NB_ORA_SERV=NetBackup server
NB_ORA_CLI ENT=NetBackup client

These parameters should be set to the same values that were used for the archive
operation.

4. bporaexp or bpor ai np issues read or write requests to the NetBackup client, which
then transfers data to or from the NetBackup server.

bpor aexp builds an SQL query for each table being archived, and uses Oracle’s
Call Interface (OCI) to execute the query. The query results are translated to XML.
The XML output is passed to the NetBackup client interfaces.

The reverse process is used by bpor ai np, i.e., XML data is restored, parsed, and
inserted into the database.

A failure here is probably due to an Oracle error, or NetBackup media, network, or
timeout errors.

5. bporaexp or bpor ai np tells the NetBackup client to close the session and
disconnects from the Oracle database.
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The NetBackup client waits for the server to complete its necessary actions (archive
image verification and so on) and then exits.

Preventing Timeout Failures on Large Database Restores

Large database restores sometimes fail when multiple restore sessions compete for
resources. In this situation, a restore session can be delayed waiting for media or device
access. If the delay is too long, the restore session will timeout.

This problem can be resolved by increasing the NetBackup Client Read Timeout setting,
which will prevent session timeouts and allow the restores to complete successfully.

Use the NetBackup Administration Console on the server to change the properties of each
client that contains a database you may need to restore. The default for the Client Read
Timeout setting is 300 seconds (5 minutes). For database agent clients, increase the value
significantly to prevent timeout errors, e.g. 30 minutes.
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